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CANADIAN UNIVERSITY OF DUBAI

1- Welcome Message From The Chancellor
We are delighted to introduce you to Canadian University of Dubai

Education is a lifelong journey, and the road to university we all know can be a
difficult one. Here at Canadian University of Dubai, you will experience an
education of the highest international standard. A Canadian education grounded
on international standards and expressed through a demonstration of well defined
learning outcomes. Our Canadian education system celebrates commitment,
cooperation, participation and diversity

You will be able to access all the support and resources that we have in place to
ensure your success. Please make use of all our facilities, join every club you can,
participate in sports and activities. Most importantly, all our faculty, our IT, our
Library and Resource Centre, Administration and Student Affairs Services are
here to respond to your needs. Please don't hesitate to take advantage of and
benefit from them.

On behalf of our Board of Trustees, and CUD employees, we all wish you a very
successful, well rounded and happy journey through to the achievement of your
academic goals here at CUD

Mr. BUTI SAEED AL-GHANDI Prof. KARIM CHELLI
Chancellor, Chairman Board of Trustees Presdient
Canadian University of Dubai Canadian University of
Dubai
CATALOGUE 3
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2- Canadian University Of Dubai Overview

Vision

CUD is committed to providing students with an international academic
experience, guided by the highest educational and corporate ethics, adding value

to the personal and professional lives of its graduates, and the communities in
which we serve.

Mission

CUD promotes Canadian perspectives in learning, research and application,
grounded in appreciation and respect for diverse cultures and UAE values.

Institutional Goals & Objectives:
Goal 1: zz

To create and maintain an environment conducive to continuous learning and
improvement while continuously evaluating all aspects of CUD operations to
ensure relevance and excellence.

Objectives:

1.1To provide opportunities for students to enhance their classroom
experience through the use of multi-media and online resources.

1.2Through the Office of Institutional Effectiveness, continuously evaluating
our performance as a teaching and learning organization and the
satisfaction of students and staff with the performance of the University.

1.3To use systematic planning, based on evidence, to develop the University
both operationally and strategically.

Goal 2:

To adopt and show the enthusiasm and contribution of all staff and students and
to support the ambitions of all by providing them with both academic excellence
and the practical experience required for career success

Objectives:

2.1To provide for excellence in teaching as measured by student and peer
evaluation.

2.2To provide opportunities, where relevant, for job placements for projects
and other activities.

2.3To engage the business, government and not for profit organizations
within Dubai with the work of the University.

Goal 3:

To generate an atmosphere of dignity and mutual respect while encouraging
scholarly debate and applied research.

Objectives:

3.1. To develop a focused Research Centre which conducts applied research
and engages both staff and students in the pursuit of scholarly activity?

3.2.To hold periodic open and public lectures to encourage debate grounded
in academic rigor on issues of concern to the region,
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3.3. To develop, with students and staff, a code of conduct this is honored and
respected in the day to day work of the University.

Goal 4:

To accept accountability and value the input of all stakeholders particularly in our
operation as a portal to Canadian education; and so make CUD the University of
Choice in our target market and simultaneously an employer of choice for all
academic, management and support staff.

Objectives

4.1. To have a clear strategy for collaboration and co-operation with Canadian
Post Secondary educational institutions and to develop collaborative
agreements which reflect this strategy.

4.2. To systematically collect data from stakeholders, internal and external,
concerning the performance of the University, its strategic brand position
and its opportunities for growth,

4.3. To continue to grow the base of programs and student numbers so as to
fulfill the mission and deliver to the strategic plan of the University.

Goal 5:

To account for the needs of all internal and external stakeholders by securing the
sufficient and relevant resources that are available for the achievement of all
strategic and operational goals, thus enhancing the sovereignty of the University
as an independent institution of higher education.

Objectives

5.1. To undertake systematic resource planning for teaching requirements,
space requirements, library and student service requirements and for
information technology and to use these plans as a basis for budget
development and strategic planning.

5.2. To seek to secure our status as a self-financing organization at the
earliest opportunity, using new investments for expansion and
development.
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3- Academic Calendar 2012/2013

\ Fall Semester 2012

|
| Date | |
Sunday, September 02 |[First day of classes |
|Saturday, September 15 | Last day for Add/Drop |
\Saturday, November 03 HLast day to Withdraw without Academic Penalty \
\Saturday, December 15 HLast day of classes \
Js;nnudae?)//, OIZE)Secember 16 — Saturday, Winter Break (3 weeks)
JS;nnudaaR//, 1J;muary 06 — Saturday, Final exams
Sunday, January 20 |Grades Released |
| Spring Semester 2013 |
Sunday, January 20 |[First day of classes |
]Saturday, January 26 HLast day for Add/Drop \
]Saturday, March 23 HLast day to Withdraw without Academic Penalty \
|Saturday, March 30 [Last day of classes before Spring break |
i%?ﬂai/s March 31 — Saturday, Spring Break (2 weeks)
\Sunday, April 14 HResume classes \
\Wednesday, May 01 |Graduation |
|Saturday, May 18 [Last day of classes |
ggnday, May 19 — Saturday, May Final exams
Sunday, June 02 ||Grades Released |
| Summer 1 Semester 2013 \
Sunday, June 02 |IFirst day of classes |
|Saturday, June 08 |[Last day for Add/Drop |
\Saturday, June 22 ||Last day to Withdraw without Academic Penalty \
IMonday, July 01 [Last day of classes |
;I'uulssggy, July 02 — Wednesday, Final Exams
\Thursday, July 11 ||Grade Released \
| Fall Semester 2013 |
ISunday, September 01 |First day of classes |
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Admission & Registration Department
a- Admission:
1- General Admission Requirements:

Prospective students are invited to contact the Admission Department to inquire
about CUD programs, admissions conditions, tuition fees, and available student
services.

Admission Applications of prospective students for the following programs; BBA in
Marketing, BBA in E- Business, BBA in Human Resource Management, BBA in
Accounting & Finance, Bachelor of Computer Networking Engineering Technology,
B. Sc in Health Information Management, B. Sc in Health Organizations
Management and B. Sc in Environmental Health Management are processed only
for those that satisfy the minimum University admission requirements i.e.:

1- Holders of UAE High School Certificate or its equivalent with average score
60% or more.

2- Applications of holders of a non UAE High School Certificate, obtained in the
UAE or abroad, are processed in accordance with decrees No. 200/2004
and 312 /2004 of His Excellency the Minister of Higher Education &
Research, UAE as follows:

a. In general, holders of the National High School Certificate of a foreign
country are eligible for admission if:

i. The certificate is considered for admissions in public universities of
the Country where it was delivered,

il.  The certificate was obtained after at least 11 years of schooling,

ili. The certificate includes at least 6 subjects covering the four areas:
Mathematics, Sciences, Languages, and Social Sciences &
Humanities or Arts.

iv. Holders of High School Certificates from countries having two-levels
High School Certificates must submit the certificate of the higher level.

2. Required Documents for Admission

Submission of the application form which is available at the Admission
Department.

A certified copy of the Secondary School Certificate or its equivalent. Grade
transcript of Grades 10-12 must be attached for non UAE High School
Certificates.

A photocopy of Passport.

Health certificate issued by a Hospital.

A certificate of good conduct issued by an official body.

Ten (10) photographs (passport size) with full name written of the back of each.

If available, a certificate of English proficiency such as: TOEFL with a minimum
score of (500), or IELTS with a minimum score of (5). See below for further
details.

Note: Applications of holders of a High School certificate are processed after
payment of the non refundable fee of 300 AED.
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3- Admission Criteria for the School of Architecture studies &
Interior Design:

Introducing Descriptive Geometry course instead of Calculus II to more
closely align the technical components of the degree to the intended outcomes.
This curricula change in the math requirements supports the decision to also
remove the admission requirement for students to have completed the scientific
stream in high school. The change will align the admission requirements of both
programs within the School of Architecture and Interior Design; allow for
continued integration and ease of transfer of students across both programs; and
align the admission requirements of the program to those universities in the
region, including American University of Dubai and the American University of
Sharjah, who are successfully preparing students for registration to the UAE
Society of Engineers through the delivery of similar design oriented architectural
programs.

Both universities offer a Bachelor of Architecture, similar to the one intended
by CUD. Ajman University of Science and Technology and the University of
Sharjah have the Scientific Stream Admission Requirement. However, both
schools offer a 5-Year Bachelor of Architectural Engineering. Particularly the
degree offered at the University of Sharjah is substantially more engineering-
oriented and thus a case for a scientific stream high school career could be made.

By comparison, the Bachelor of Architecture intended by CUD is design-
oriented as in most schools in North America. That means that students acquire
the abilities to design spaces, a holistic ability requiring a lot of prerequisites, of
which a scientific stream high school education is not of foremost importance.

b- Qualitative Admission:

For freshmen admissions in the short term, each student will nhormally be subject
to an interview. This will be developed in subsequent years to comprise the
submission of a, art/design portfolio and/or a creative test taken at the university.
To progress to the sophomore stage of the programs, good performances in the
first year courses, DESI 101 Introduction to Design and DESI 102 Fundamentals
of Design, will be required.

For freshmen admissions in the short term, each student will nhormally be subject
to an interview. This will be developed in subsequent years to comprise the
submission of a, art/design portfolio and/or a creative test taken at the university.
To progress to the sophomore stage of the programs, good performances in the
first year courses, DESI 101 Introduction to Design and DESI 102 Fundamentals
of Design, will be required.

4, Admission Appeals

Should a student’s admission request be rejected, he/she may approach the
Admissions Office to request the reason for the rejection.

The following Appeal process is available and may be followed if an applicant is not
satisfied with the reason for rejection given by the Admissions Office:

e The applicant must inform the Admissions Office of his/her dissatisfaction and
request a review within thirty (30) days of having received the written reason
for the rejection,

e The Admissions Office will acknowledge receipt of the applicant’s request and
forward it to the Admissions Review Panel which is composed of the Chair, and
two Faculties of the School,
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e The applicant may make a presentation to the Panel, but may not be
represented by a third party at the Panel,

e The Panel will submit their decision to the relevant Dean for his/her approval,

e Once the Admissions Office receives the Dean’s approval of the Panel’s decision,
the applicant will be informed appropriately,

The decision of the Panel is final and binding. Should the Review Panel find in favor
of the applicant, the applicant will be admitted to his/her chosen program or an
alternative should no places be available in his/her chosen program. Under no
circumstance will a student already admitted to CUD be disadvantaged by the
findings of a Review Panel.

Postgraduate Admissions Policy
I. General Admission requirements for Master’s level programs:

1. Completion of a recognized baccalaureate in a discipline appropriate for the
Master’s degree. A higher Diploma is not equivalent to a baccalaureate degree
and does not qualify an applicant for admission to master’s programs.

2. A minimum cumulative grade point average of 3.00 on a 4.0 scale, or its
established equivalent, in the applicant’s baccalaureate degree program.

3. For programs taught in English, a minimum TOEFL score of 550 on the Paper-
Based, 213 on the Computer-Based, or 79 on the Internet-Based test, or its
equivalent in a standardized English language test, such as 6.0 IELTS or
another standardized, internationally recognized test approved by the
Commission, with the following exceptions:

a. A native speaker of English who has completed his/her undergraduate
education in an English-medium institution and in a country where English
is the official language.

b. an applicant with an undergraduate qualification from an English medium
institution who can provide evidence of acquiring a minimum TOEFL score
500 on the paper-Based test, or its equivalent on another standardized
test approved by the Commission, at the time of admission to his/her
undergraduate program

I1. Conditional Admission requirements for Master’s level programs:

1. A student with a recognized baccalaureate degree and a TOEFL score of
530 (197 CBT, 71 IBT) or its equivalent on another standardized test
approved by the Commission may be admitted conditionally to a Master’s
program. Such a student must meet the following requirements during the
period of conditional admission or be subject to dismissal:

a. must achieve a TOEFL score of 550, or equivalent, by the end of the
student’s first semester of study;

b. may take a maximum of six credit hours in the first semester of
study, not including intensive English courses;

c. must achieve an overall grade point average of 3.00 on a 4.0 scale,
or its established equivalent, in the first nine credit hours of credit-
bearing courses studied for the Master’s program

2. A student with recognized baccalaureate degree with a cumulative grade
point average below 3.00 on a 4.0 scale, or its equivalent, and who meets
the English language competency requirements for general admission
stated in Part I above, may be admitted conditionally to a Master’s
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program. Such a student must meet the following requirements during the
period of conditional admission or be subject to dismissal.

a. may take a maximum of nine credit hours in the first semester of
study;

b. must achieve an overall grade point average of 3.00 on a 4.0 scale,
or its established equivalent, in the first nine credit hours of credit-
bearing courses studied for the Master’s program.

6- Mathematics Placement Test

All students admitted to CUD programs are required to pass a Mathematics
Placement Test. Students who do not achieve the required pass mark in this test
will be required to complete and pass the relevant CUD remedial course before
proceeding with their chosen program.

7- Probationary Admission

An applicant who does not meet the minimum requirements for a specific
program may be admitted to the University on probation. Students admitted in
this category are considered to be on probationary admission under the following
conditions:

Students admitted on a probationary basis will be required to register for no more
than four courses that will be selected by the student’s respective faculties. They
must pass the four courses and achieve a minimum grade-point average of 2.00
in order to remain in the program and reclassified as "regular" students.

Students not meeting these probationary admission conditions will be subject to
dismissal.

Note more than 10% of the students admitted to the University may be on
probation.

8- Transferring Credits to CUD

CUD approves the admission of applicants transferring from other institutions
subject to the following conditions:

e They must be transferring from a recognized institution of higher
education,

e They must meet the requirements for admission to CUD,

e They must submit a certified copy of their grade transcript , and the
detailed outline of their courses,

e They must be in a good academic standing i.e. their GPA is at least 2.00
out of 4.00.

e A course is considered for transfer only if it was passed with at least C
grade, and its outline is similar to CUD course,

Prior to admission, the applicants will be informed in writing of the courses that
had been transferred by CUD,

Transferred credit hours will not be considered in the computation of GPA at CUD.

The maximum number of credits a student may transfer will not exceed 50% of
the total humber of credits required for graduation.

8- Orientation Program

The first impressions, the first days, at the university are the most crucial to the
students. CUD helps its new students to be well prepared for the rest of their
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student life by giving them a thorough orientation during the first week of the
semester.

The orientation program aims to help new students to become familiar with the
building’s facilities: classrooms, laboratories, the library, as well as the student
activities that CUD offers. Activities are organized to enable them to meet other
students and academic and non academic staff in an informal setting. A series of
lectures are also given about the academic calendar, credit hour system,
academic advising, grading system, and on student success issues such as: study
skills, organization, and time management.

b- Course Registration

Prior to the start of each semester, the Department of Admissions and
Registration will publish a list of all courses offered for each academic program. It
is the responsibility of students to ensure that they register for the selected
courses within the registration period. A late registration fee of AED 300 per
semester will be charged for late registration

The process of course Registration
Course registration consists of the following four steps:

e The student is requested to contact his/her academic advisor to discuss the
most appropriate courses to be selected among the list of offered courses,
and the number of credit hours to be registered in.

e The student complete all the fields of the registration form: course ID, course
name, and the preferred section, etc...

e Once the registration form has been approved and signed by the academic
advisor, the student is required to pay the relevant fees.

e Once the fees have been paid, the student submits his/her registration form
to the Registration office to enter the selected courses on the registration
system, and will receive his/her class schedules.

Study load

This is the number of credit hours in which a student is registered for during the
semester. For the first and the second semesters, the study load can vary from
nine to eighteen credit hours whereas for the summer term it can vary from three
to six credit hours.

Students may increase their study load up to twenty-one credit hours in the first
and the second semester of the academic year, and up to nine credit hours in
summer semesters if:

e The grade point average (GPA) of the student is at least 3.5 in the
preceding semester, or

e They expect to graduate at the end of the semester, and their GPA is at
least 2.0

Student ID Card
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After registration and at the start of each semester, all new students will be
issued with Identity Cards costing AED100 per card. This ID card must be carried
on the student at all times while on CUD premises.

Dropping and adding courses

During the first two weeks of the academic semester students may drop or add
courses with no financial penalty subject to the prior approval of the academic
advisor. The students must pay the fee of the added course(s) before submitting
the Add & Drop form to the Registrar’s Office.

Academic Standings & Progression Towards Graduation

All students are expected to achieve a Cumulative Grade Point Average of at least
2.0 in each semester. If their GPA is less than 2.00, the student will be declared
in probationary academic standing, and he/she must raise his CGPA to 2.00 or
above within three semesters.

Clear Academic Standing

Students with a Clear Academic Standing, GPA not less than 2.0, may register
and proceed with their studies without restriction. They must meet any
prerequisite and graduation requirements for their program.

Probationary Academic Standing

Before registering, students with a GPA less than 2.00, must meet with their
academic advisors, and agree to a specific probationary plan of study before they
may register and proceed with their studies. All students on Probationary
Academic Standing will have reduced academic study load as follows:

. The first warning will be issued to the student at the end of the first
semester in which he/she obtains a cumulative grade point average less
than 2.00. In this case, the student will be allowed to register in at most
15 credit hours, among which 3 to 6 credits hours are repeated ones.

. The second warning will be issued when a student with first warning did
not raise successfully his/her cumulative grade point average to 2.0 or
above. In this case, the student will be allowed to register in at most of 12
credits among 6 to 9 credit hours are repeated ones.

. The third warning will be issued when a student with second warning did
not raise successfully his/her cumulative grade point average to 2.0 or
above. In this case, the student will be allowed to register only in repeated
9 credit hours.

. The fourth warning will be issued when a student with third warning did
not raise successfully his/her cumulative grade point average to 2.0 or
above. In this case, the student will be allowed to register only in repeated
6 credit hours.

Repeated courses are selected among the courses in which a grade less than C
was obtained.

If a student holding a third warning fails to raise his/her GPA to 2.00 by the end
of the semester, his/her case will be reviewed by the School Council and one of
the following actions will be taken:

. A student may be transferred to another program provided that the CGPA
for the courses to be transferred is at least 2.00,

. A student may be suspended for no more than two consecutive semesters
during which time he/she may repeat courses at another accredited
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tertiary institution. The student may re-register in CUD if the transferred
credits will raise his/her GPA to at least 2.00, or

. The student may be dismissed from the University.
Academic Suspension

A student may apply to the office of Enrolment and registration for the
suspension of his/her studies before the end of the Add & Drop period, as shown
in the academic calendar, to avoid academic and financial penalties. However, no
suspension of studies will be approved for more than two consecutive semesters.
The total number of semesters in which the student can suspend his/her studies
must not exceed four semesters before graduation.

The student must present to the registration’s office the clearance sheet.
Students that are sponsored by the University must cancel their visa before
suspending their studies.

If a student is re-admitted to the University after an academic suspension, he/she
will be granted Probationary Academic Standing and will need to agree to an
approved probationary plan of study.

No student will be re-admitted to the university after two Academic Suspensions.
Attendance & Absenteeism Policy
1) Purpose

Student Academic Success is enhanced by good classroom attendance. Students
may however, from time to time, have to miss classes for reasons beyond their
control. Students should not be penalized for such absences. Legitimate absences
are limited to documented illnesses or a death in the immediate family.

2) Attendance Requirements

Attending classes is compulsory in all courses. CUD Students will not be allowed
to take the final examination if they are absent for more than 25% of the classes
in a course. (Students should refer to their respective School for additional
specific program or school requirements.)

a. When a student is absent for 10% of the course an absence reminder will
be sent

b. When a student is absent for 20% of the course a second absence
reminder will be sent

c. When a student has been absent for 25% of the course a notice of Failure
for Non Attendance (grade point of 0.0) will be sent

A student with a verifiable and legitimate reason for missing a class (illness,
death in the immediate family) may request of his or her professor that such an
excusable absence be recorded, but not counted towards the 25% cut off figure
that would otherwise lead to a grade of Failure for Non Attendance. Such
excusable absences must be noted in the Course File Attendance Report.

Degree Completion Requirements

A student will be granted the degree of a program only if he/she:
e has passed the courses of the study plan of the program

e has a GPA of at least 2.00

e has earned a minimum of 50 percent of the credit hours, including the
majority of the final academic year course credit for the program, at CUD
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e has completed any other specific graduation requirements which are set by
the School.

e the minimum time required to complete the degree is equivalent to four
regular semesters,

¢ the maximum time required to complete the degree is seven academic years.
Grading System for Undergraduate:

The academic performance of undergraduate students will be recorded using
CUD's grading system which reflects the student’s performance in each course. In
general, the pass mark in a course is fifty percent (50%) but students are
required to refer to the specific requirements for their chosen program of study to
ensure that they are aware of any modification to this.

The distribution of the total mark (100) on semester such as: quizzes, tests,
midterm exam, projects, laboratory work, and the final exam are shown on the
outline of each course which is distributed by the faculty to the students during
the first week of the semester.

The grading scheme:

Percent Grade émi 4EPq01;?\faslgrﬂe CUD Equivalent Description
90-100 A+ 4.0 Outstanding
80-89 A 3.8 Excellent
75-79 B+ 3.5 Very good
70-74 B 3.0 Good
65-69 C+ 2.5 Satisfactory (High)
60-64 C 2.0 Satisfactory
55-59 D+ 1.5 Pass
50-54 D 1.0 Minimal Pass
0-49 F 0 Failure
FNA 0 Failure for Non Attendance
p * (Pass) Satisfactory achievement in a course where a
percentage grade is inappropriate.
NGR * No grade required
GNR Grade not reported
CIP * Course in progress
[ * Incomplete grade
AEG * Aegrotat standing
The student has met the course requirements through
TCR * equivalent courses taken at another accredit
University.
SUB * Substitution of one required course by another
WP Withdrawal With Academic Penalty
WNP * Withdraw without academic penalty
EXW * Exceptional Waiver

*

Not computed in GPA.
CUD standard pass mark in each course is 50 percent.
Minimum Cumulative GPA of 2.00 is required in each academic year (fall and Spring
Semesters) for progression.
Cumulative GPA not less 2.00 is required for graduation.
Cumulative GPA is computed only for courses taken at CUD.
GPA and cumulative GPA are computed only for courses of the study plan of the program
When a course is repeated the highest grade of the two attempts is considered in
the computation of GPA and cumulative GPA, but both grades are shown.
+ A student will receive an academic reminder if his/her term GPA is less than 2.00

+

e

The Semester (Term) Grade Point Average
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The Semester (term) Grade Point Average (GPA) is simply the weighted average
of the grades obtained in the courses registered in the semester where the weight
of each course is its number of credit hours.

For example, if a student obtained the following grades in a given semester:

Course Name Credit Hours Letter Grade Grade point

Course 1 3 C 2.0
Course 2 2 A 4.0
Course 3 4 D+ 1.5
The Semester Grade point Average (Sem GPA) will be computed as follows:
Sem GPA — 2*3+4.0*%2+1.5*4 _ 999
3+2+4

Grading System for Postgraduate:
For the Postgraduate Students

CUD GRADING SCHEME

FOR GRADUATE PROGRAMS, please refer to the specific requirements as
shown below

The grading scale for all individual courses is as follow:

Alpha 4 Point Scale

Percent Grade CUD Equivalent

Grade Equivalent Description
90-100 A+ 4.0 Outstanding
80-89 A 3.8 Excellent
75-79 B+ 3.5 Very good
70-74 B 3.0 Good
65-69 C+ 2.5 Satisfactory (High)
60-64 C 2.0 Satisfactory
<60 F 0 Failure
p * (Pass) Satisfactory achievement in a course where a
percentage grade is inappropriate.
NGR o No grade required
GNR Grade not reported
CIP Course in progress
[ Incomplete grade
AEG Aegrotat standing
* The student has met the course requirements through
TCR . L
equivalent courses taken at another accredit University.
SUB * Substitution of one required course by another
WP Withdrawal With Academic Penalty
WNP Withdraw without academic penalty
EXW Exceptional Waiver

Not computed in GPA.

Graduate studies (MBA, MSec. ...) standard pass mark in each course is 60 percent (C) (2.00)
Cumulative GPA not less (B) (3.00) is required for graduation.
Cumulative GPA is computed only for courses taken at CUD.

When a course is repeated the highest grade of the two attempts is considered in the
computation of GPA and cumulative GPA, but both grades are shown.
Six credits (two courses) from 36 credits (12 courses) can be transferred. Limited to

students in good academic standing.

*
*
*
+ GPA and cumulative GPA are computed only for courses of the study plan of the program
*
*
*

No transfer credit for MBA-648 (Business Strategy).
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(1) The pass mark for courses in graduate programs including the MBA program
have been set at 60%.

(2) MBA students are permitted to repeat courses to improve their grades. The
highest grade of the two attempts is considered in the computation of GPA
and cumulative GPA, but both grades are shown

(3) Two hour final exams are to be used only for those courses that this
assessment methodology is deemed pedagogically appropriate - for example,
for introductory or foundation courses.

(4) It is expected that the majority of classes in the MBA program will have
projects, either written or presented by individual students or teams of
students, as the final assessment element.

At the close of the semester students receive a final grade in each course. The
grade is the professor’s official estimate of the student’s achievement as reflected
in the assessment methodology described in the course outline (syllabus). The
final grades are recorded on the student’s permanent record at the Office of the
Registrar.

The academic performance of students will be recorded using the Canadian
University of Dubai grading system which reflects student’s performance in each
course. In general, the passing grade for courses at the postgraduate level is
sixty percent (60%) but students are required to refer to the specific
requirements for their chosen program of study to ensure that they are aware of
any modification to this.

Assessment of students at the postgraduate level emphasizes written
examinations less than classes at the undergraduate level. Instead, the
assessment, particularly in the later courses is on the student's ability to produce
analytical work in the form of papers and presentations as individual projects or
as members of a team. The assessment of student work in the course is based on
a percentage total using the formula presented in the course outline (syllabus) at
the beginning of the semester. This percentage is converted to a letter grade at
the end of the semester by the instructor using the standard conversion scheme
of the academic school.

The Cumulative Grade Point Average

The Cumulative Grade Point Average (CGPA) is computed in the same way as the
Semester Grade Point Average; however it is computed from the grades of all
courses taken at CUD since the first semester. Repeated courses are treated
differently so if you have repeated any courses, please contact your academic
advisor or the Registrar’s Office for the details of the computation of the CGPA.
The GPA and CGPA are computed only for courses taken at CUD.

Incomplete Grade (I)

Students whose course work is at a passing level but who for verifiable reasons
beyond their control are unable to finish course work and have not obtained a
passing grade by the end of a term (or the specified end of a course) may be
granted a grade of "Incomplete".

The “I” is not intended to be a permanent grade. It is only a temporary
acknowledgment of a legitimate reason for granting a one-time, limited extension
to the time normally allowed to complete all course requirements.

Students have up to 12 calendar months after the scheduled end of the course to
complete required additional work as determined by the teacher who assigned the
“1”, and to thereby qualify for a passing grade.
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After 12 calendar months, outstanding “I” grades are converted to “F". Thereafter,
the student must repeat the course in order to achieve a passing grade.

The number of “Incomplete” courses allowed per semester is established by the
School. Please contact the School for further information.

NOTE: An Incomplete grade for a pre-requisite course must be completed before
the student is allowed to proceed to the higher-level course unless otherwise
approved by the appropriate Academic Administrator (Dean or designate).

Repeated Courses (R)

When a student repeats the identical course and achieves a higher grade, the
new grade will replace the previous one in the calculation of the cumulative GPA
and the original lower grade will no longer be included in the Cumulative Grade
Point Average (GPA). The highest grade of two attempts for the course will be
used for the GPA calculation, but both grades are recorded and will be shown on
the academic transcript.

Course in Progress (CIP)

Course In Progress (CIP) - Work continuing - may be assigned when the course
timeline is inconsistent with the semester’s end.

Once the course is completed, the appropriate Letter Grade and Numerical
Equivalent, if applicable, will replace the CIP Grade.

NOTE: A CIP Grade is not included in the GPA calculation.
Audits (AU)

Students may be admitted to a course as auditors (i.e.: not for credit). Such
students do not earn credit and are not permitted to submit assignments or other
work for marking. Such students may not write exams. If such students wish to
subsequently earn credits for a course taken as an audited course the students
must register and take the course as a registered student.

Grade Complaints

Complaints regarding final examination results will only be considered if they are
lodged within fourteen (14) days from the announcement of the examination
results. All complaints regarding grades must be submitted to the Registrar’s
Office, after payment of the relevant fee, which will forward the request to the
Dean of the School. The decision of the School will be communicated to the
student by the Registrar’s Office.

Withdrawal from a Course

Once registered, students are academically and financially responsible for their
course unless they officially withdraw by the given deadlines. To officially
withdraw, students must submit a withdrawal form to the Registrar’s Office They
will be given a date-stamped copy of the document in return, and should retain
this as proof of withdrawal in the event of a dispute. The date on which the
written notice of withdrawal is received is the student’s effective date of
withdrawal.

Students are NOT officially withdrawn if they cease to attend classes, or verbally
notify their teacher, registrar's staff, or other University staff of their intent to
withdraw. Students who cease to attend classes, and do not officially withdraw,
will remain enrolled and will be assigned an "F" grade.
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Suspension of studies

A student may apply to the Registration office for the suspension of his/her
studies before the end of the Add & Drop period, as shown in the academic
calendar, to avoid academic and financial penalties. However, no suspension of
studies will be approved for more than two consecutive semesters. The total
number of semesters in which the student can suspend his/her studies must not
exceed four semesters before graduation.

The student must present to the Registration’s office the clearance sheet.
Students that are sponsored by the University must cancel their visa before
suspending their studies.

Withdrawal from a Course or Program/University without
Academic Penalty (WNP)

. To withdraw from a program without academic penalty (without being
penalized by an 'F' grade), students must submit a withdrawal form to the
Registrar’'s Office by the specified date in the semester. This deadline is
noted in the sessional dates issued during registration, and is available in
the Registrar’s Office.

. Students may add or drop courses up to the third week after the beginning
of instruction (as per academic calendar) without academic penalty. To do
this, students must complete a Request for Academic Change (Add/Drop)
form available from any Registrar’s Office Courses from which students
have withdrawn officially in this way will be removed from their academic
record.

. For all other courses that do not have midterms, Continuing Education
courses, condensed courses, this deadline date is two-thirds of the way
through the course or as stated in the course outline.

. The names of students who withdraw by this deadline will be removed
from the course’s class list, and the attempted course will not be included
on the student’s formal academic record. They re-enroll in the course in a
future session. Students who withdraw from their program, or even ‘drop’
a course after this deadline, will be assigned an “F"” grade (Failure) for the
course involved. This “F” grade will show on the student’s formal academic
record and will also be used to calculate his or her Grade Point Average
(GPA).

. Students registered in part-time courses must submit a withdrawal form to
the Registrar’s Office y the specified date noted in their brochure. They
should specifically note the various deadline dates.

. Students are not considered to have dropped the course officially if they
ceased to attend classes, or merely notified their professor of their intent
to drop the course, or provided verbal notice to registration staff.

. During the withdrawal procedures students may be required to speak with
their Dean or designate. Full-time status may be jeopardized if students
drop too many courses. Indeed, withdrawing or reducing (by dropping)
courses may have any of the following effects. It may:

. Extend the duration of studies, or delay graduation.

. Add to expenses via additional fees (for instance, as a result of extending
the student’s studies).

. Affect sponsorship arrangements.
. The academic advisor (program chair/coordinator) must sign the form to

ensure the student understands any academic issues ensuing from the
action.
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4- STUDENT SUPORT SERVICES
Vision
The Canadian University of Dubai’s Student Support Service’s vision is to support

and enhance the Vision of The Canadian University of Dubai while ensuring that
each student is viewed and valued as a stakeholder with needs and ambitions.

Mission

The Canadian University of Dubai’s Student Support Services mission is to ensure
that all students are incorporated into the University community in a manner that
will add value to the student as a person and to the University community. This
will be achieved by providing students with the opportunity to develop aspects of
themselves that academic or classroom activities are unable to do.

Goals

1. To provide students with various sports related activities and facilities such
as basketball, table tennis and athletics and to encourage students to
compete in and develop these sports;

2. To provide and facilitate the provision of health care and counseling
facilities to all students;

3. To provide and support student activity areas such as a bookstore, theatre
and a coffee shop on campus;

4. To provide facilities for the participation in artistic or social activities such
as theatre productions, chess clubs, yoga and dancing classes, and

5. To ensure that all students have a voice in their own university experience
by allowing for regular communication related activities to take place and
for a formal communication channels to be established between students
and the University Management.

Objectives
A. To foster the social, cultural and sports related development of students;

B. To allow for student communication amongst students themselves and
between students and the Management of The Canadian University of
Dubai;

C. To provide students with the opportunity to express themselves in
appropriate manner while developing a healthy sense of confidence and
self-worth, and

D. To ensure that the health, safety and psychological well being of all
students remains a priority at The Canadian University of Dubai.

The Canadian University of Dubai is an institution where the students will be in a
learning environment that will enrich their journey. Our University is multi-
cultural and multi-lingual and our diversity is our badge. We pride ourselves on a
learning environment where the students are asked to study collaboratively,
creatively and critically. Our graduates will be able to transfer their skills to any
professional or academic environment anywhere in the world.

For this transfer to take place, the students at The Canadian University of Dubai
will find there are many support services to assist them in their learning journey.

The objective of the Support Services is to enable our students to achieve their
goals by studying successfully with confidence and pride in a community where
they feel they belong.
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5.1 Personal Counselling

CUD recognizes the incredible pressure on today’s student. These pressures can
be unbearable for some students and could lead to serious conditions that can
jeopardize student’s academic success.

The University's aim is to prevent students from either feeling alone, or unable to
seek help for their problems.

CUD student counselor has professional experience and training in order to assist
students, whether the issues are emotional, psychological, social or physical.
Whenever necessary, students will be referred to outside medical professionals to
ensure they get the appropriate help.

All counseling is done on an individual basis and is strictly confidential.
5.2 Students with Special Needs

As a University with an emphasis on access, CUD is committed to providing a safe
learning environment for our students with special needs.

The Office of the Registrar must be informed of the requirements in advance of
the beginning of the academic year. These services are confidential, and will
ensure equal access to all programs.

CUD will make every reasonable effort to accommodate students with disabilities
so they can meet the learning objectives of the programs of instruction in which
they are registered. Equal access will be provided to all programs and services.
The office will ensure the following services:

e Arrangements for alternative assessment procedures for admission
e Adaptations in the physical environment to ensure access to facilities

e Assistance in finding flexible ways to meet academic and classroom
requirements

e A full range of specialized equipment and assistive devices for
student use

e Special parking facilities

e Collaborative liaison with faculty to ensure appropriate
accommodations

5.3 Career Counselling

It is not much use working towards a degree, if you do not know where you are
going to use it!

In the UAE, the development needs are changing all the time. This rapid pace
makes many demands on the new graduate who is seeking a gratifying place in
the world of work. Our staffs are current in trends in the UAE and, together with
CUD links to the academic world and the workplace, we Endeavour to keep our
students’ informed.

CUD will offer seminars and talks from our partners, corporations within our
community, our stakeholders, and advisory groups. In addition, we will hold
workshops on job search techniques, interview skills and resume writing.
Students will be encouraged by the counselors in the Career Office to develop a
Career Profile that will assist them in making informed academic choices as they
go through their program.
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Our internship programs will be directly supported by the work of the Careers
Office.

The library will contain a section purely related to career development and job
research, and every student will be encouraged to use our resources and our
databases.

5.4 Academic Advising

Academic advising is the backbone of the system of any University education
framework. Each student is assigned an academic advisor on the basis of their
major. CUD Faculty are adequately trained to:

o familiarize students with the credit system of education followed by CUD,

e help students to understand and get familiar with the degree requirements,
e help students to set up their priorities,

e help students interpret test and placement scores,

e Assist students with clarifying major and/or career options.

e guide students to select appropriate courses to optimize their academic
performances

e Follow up academically warned students
e Review the academic records of graduating students

Each Student is required to have the advisor approval for the courses to be
registered in before submission of the registration form to the Registration’s office.

The Graduate Programs department in the School of Business provides advising to
students during the program through the School of Business and the Graduate
faculty members who teach in the MBA program and represent all the regulation
in the program.

During the registration period, the School of Business will organize for an
orientation day so, all freshmen graduates admitted to the MBA program are
requested to attend this day. These students will meet with their faculty or the
program coordinator who are appointed for the process of assisting graduates to
identify and pursue academic or applied-technology goals; they guide them to
select appropriate courses and class schedules right from the first semester to
work on such goals. Graduates are assigned to faculty advisors on the basis of
their major. Advisors will assist graduates who have not declared a major for
Academic Advisement.

All freshman graduates are required to have an advisor approve and sign their
class schedules

5.5 Student Activities
“All work and no play makes for a dull day!”

There is no question: studies show that students who have a well rounded, active
lifestyle fare better than the ones who concentrate solely on their studies.
Canadian University of Dubai hopes that students will participate actively in the
life of their University, and has provided many facilities to that end. A state of the
art theatre- cum- cinema , a great gymnasium Sports Hall, tennis courts, and ,
later, two swimming pools, as well as superbly well equipped conference and
seminar facilities will be available

5.6 Student Representatives

All student activities will be planned in conjunction with the representative
student body elected by the students to run their Student Life programs.
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Student Representatives are elected by The Canadian University of Dubai
students to represent the various schools and departments. Volunteering and co-
operation allows everyone an opportunity to get involved.

Eventually, a student newssheet will be published, giving students an opportunity
to be a part of their University community. The students will have their own
voice, and will play a role in community activities to build fellowship at The
Canadian University of Dubai

The Student Association offers many services to its members, such as:
e A free computer lab, open 8 a.m. to 8 p.m.
¢ photocopying, services
e A food court, and bookstore
e Games areas
e An outdoor courtyard

While their main goal is to help students with any issues or problems, day-to-day
fun is also a priority. Club activities include:

% Sport activities

< Poetry readings

< Movies

% Honoring distinguished students

+% Celebrations during the National holidays

% Art exhibitions

% Inviting guest lecturers and speakers

« Organizing cultural events and sports camps

+ Coordinating activities with community organizations and charities

The student activities are organized by the student clubs for the students. The
Office of the Academic Support Services, under the auspices of the Director,
liaises closely with the elected student representatives to ensure that the
activities support the goals and directions of the UAE, as well as the interests and
needs of the Canadian University of Dubai and the students. The Student Code of
Conduct specifically states the consequence of presenting material through any
media of a negative purport. The students’ publications go through the Office of
the Support services for editing, printing and are approved by the Office before
publication.

5.7 Athletics

The Canadian University of Dubai is the “new kid” on the block, but in time we
hope our name will be synonymous with athletic success, whether it be in tennis,
basket ball, volleyball, tennis or other sports. The Canadian University of Dubai
encourages teams to join in inter-University sports leagues and hope to welcome
others to our premises.

A recreation co-op student will work closely with the sport and Recreational
Manager to foster programs to keep all our staff, faculty and students enjoying an
active life, from participating in yoga classes to talks on nutritious diets.

All students are required to show their student ID card to have access to the
sports equipment which is available during University hours.
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There will be badminton, basketball, table tennis, football and, if students find
their favorite sport is not yet available on campus, they should inform the
Support Services office so that the issue may be addressed

All our facilities will be expertly maintained by our Sports and Recreational
Department and evaluated by the students who will have a user committee in
charge of the smooth operations of these facilities.

The Student Satisfaction survey will include a section to evaluate these facilities
on an annual basis so they are kept up to a very high standard and meet the
needs of the students for a full, active and enriched University life.

5.8 Prayer Room

The Canadian University of Dubai offers Prayer Rooms for men and for women
which are maintained on a daily basis to ensure that they provide the utmost in a
prayer facility for the students. The Prayer Rooms are open.

5.9 The Holy Month of Ramadan

During Ramadan, the University expects all members of the community to refrain
from eating, drinking or smoking on the University premises during daylight hours.

In acknowledgement of our diverse community, the University will designate a
particular room where non-Muslims may eat or drink according to their needs.
The University expects all its members to respect the U.A.E. culture and
regulations, and show deference to the Muslim community during this period.

During the designated EID holidays, the University will be closed.
6-Student Rights, Responsibilities
6.1 Student Rights
Students have the right to:
e be informed of course requirements;

e be evaluated fairly on the basis of their academic performance (their
abilities and skills) as required by a professor as part of a course;

e experience free and open discussion, inquiry, and expression, both in
the classroom and in conference;

e experience competent instruction and academic advising;

e take exception to the data or views presented and reserve judgment
about matters of opinion;

e expect protection against a professor’s improper disclosure of student’s
views, and beliefs which may surface as a result of instructing,
advising, or counseling;

o Expect protection, through established procedures against prejudicial
or capricious evaluation

6.2 Student Responsibilities
Students have the responsibility to:

e inquire about course requirements if they do not understand them or are
in doubt about them;

e maintain the standards of academic performance established for individual
courses and for programs of study;
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e [Initiate an investigation if they believe their academic rights have been
violated. (See Academic Appeals and Academic Grievance Procedures
section below).

e learn the content of any course of study;
e act in accordance with commonly accepted standards of academic conduct
Dress Code

All university students are expected to dress in a manner that is respectful of the
social and religious norms of the United Arab Emirates. The following demonstrate
examples of what is unacceptable clothing:

Short Skirts

Short Shorts

Torn Clothing

Clothing with Obscene Images/Language
Revealing Clothing

Tube Tops

Halter Tops

Tank Tops or Transparent Clothing

Failure to conform to CUD’s dress code policy results in disciplinary action. Any
defiance of the policy will be brought to the attention of the Director of Student
Affairs.

6.3 The University Code of Conduct
General

Students working toward degrees are expected to be mature, responsible, and
committed to preparing themselves for their professions. One manifestation of
that maturity is a highly-developed sense of self-respect coupled with an equally
high regard for the rights and privileges of others and for the rules that regulate
society.

It is hoped that students realize the extent to which personal growth depends
upon the development of self-discipline and the exercise of it in getting along well
with others and maintaining high standards of honesty and moral conduct.
Therefore, although minimal rules exist so as to create the atmosphere for a truly
liberal education, all students are expected to act in a way that does not infringe
upon the rights of others or upon the educational process.

Unacceptable Conduct

Students found guilty of unacceptable conduct will be subject to the complete
range of sanctions and penalties provided in the Student Judicial Code. Conduct,
occurring on or off campus that violates generally accepted standards of good
behavior and is adverse to the University’s purpose or presents a danger to the
health and safety of the University community may be subject to disciplinary
actions.

Unacceptable conduct includes, but is not limited to:
o disturbing teaching activities ,
e cheating in an exam, or violation examination rules,
e plagiarism in assignments , and course work,
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acts of harassment, physical violence or assault against others,
endangering the safety of others or violating their rights,

individual or group activities that intentionally or recklessly cause serious
disturbance or distress to others,

gambling: under no circumstances are students permitted to gamble on
University property,

possession of firearms or other dangerous weapons on University property,

intentional possession or use on University property of a dangerous article
or substance that could injure or discomfort any person,

possession and/or use of fireworks,

falsifying information submitted to any University office or offering a false
statement in any University disciplinary proceeding,

forgery, alteration or misuse of a University identification card,

failure to show an ID to an identified official or employee of the University
upon proper request; falsely identifying oneself to a University official,

violation of Responsible Use of Computing Services Policy,
theft, accessory to theft, and/or possession of stolen property,

attempting to use University property in a manner inconsistent with its
designated purpose including misuse of residence hall furniture,

Intentional or reckless damage to or destruction of University property or
of property on University premises belonging to others including graffiti,
destroying/removing advertisements.

trespassing or unauthorized entry,

occupation of all or part of any University building, obstructing or coercing
any persons, or threats of violence to persons for the purpose or with the
effect of:

a. hampering or preventing the discharge of any University function;
b. limiting the freedom of anyone to go about in a lawful manner;
c. Preventing specific activities related to the University.

Intentional or reckless interference with any class, other University unit, or
an campus activity by means of noise, projectiles, or other form of
disturbance or disruption.

rioting, or aiding, abetting, encouraging, or participating in a riot, or
inciting a riot, including food fights, when conduct occurs on University
property or in the course of a University activity,

academic Dishonesty,
unauthorized removal or mutilation of library materials,
Aiding or abetting any conduct described above.

Student Grievances

The University is committed to providing students with an education of the
highest possible quality. However, from time to time, students may raise
concerns, complaints, or grievances about matters or issues relating to their
experiences at the University.
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The internal procedures for addressing student complaints and grievances are
designed to ensure that there is a transparent process for ensuring student
complaints and grievances are dealt with fairly, consistently and promptly.

6.4.1 Principles

The student grievance resolution procedures of the University are based on the
following principles:

the procedures used to review and resolve complaints or grievances are
fair and must be seen to be fair;

confidentiality will be respected for all parties, unless the use of the
information is authorized by law;

staff involved in resolving complaints or grievances will act fairly at all
times and ensure that conclusions will be based on a fair hearing of each
point of view;

there will be no reprisals or any disadvantage arising as a result of a
student making a complaint or grievance in good faith;

complaints or grievances are handled in a timely manner with achievable
deadlines specified for each stage in the resolution process;

any student who makes a complaint or grievance and any staff member or
student on whom the complaint or grievance has a direct impact, is
regularly informed of the progress of the matter;

Where the complainant is not satisfied with the outcome proposed by the
decision-maker, the student is entitled to seek a review, either on
procedural or substantive grounds from a higher internal body.

6.4.2 Types of student grievances

6.4.2.1 Academic Grievances

These are usually complaints or appeals against academic decisions. They include
but are not limited to:

1.
2.
3.

4.

5.

academic progress decisions
assessment matters

a decision of a member of academic staff that affects an individual or
groups of students

content or structure of academic programs, method of teaching, or
assessment

Issues relating to authorship and intellectual property.

6.4.2.2 Administrative Grievances

These relate to decisions and actions associated with administrative or academic
services. They include but are not limited to:

e administration of policies, procedures and rules by central administrative
and student support groups, and faculties,

e A decision taken by an administrative staff member that affects an
individual or groups of students,

e Access to University resources and facilities.
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6.4.3 Procedures for the handling and resolution of complaints
and grievances

This section outlines internal procedures that apply to the handling of academic
and administrative complaints and grievances

6.4.3.1 Informal approach

1. When a student has a complaint about any of the matters listed above, he/she
should first discuss the matter with the person concerned. If the student has
concerns about raising the matter with this person, then he or she should
discuss it with the head of the relevant department or administrative unit or
with the chair or the Dean of the School. Concerns about a decision of a
committee should ordinarily be raised with the chair of the committee.

2. The University expects that in most cases the discussion of the concern or
complaint with the relevant staff member will result in a prompt resolution of
the matter which both parties will find acceptable.

3. If this informal approach to dealing with the student’s concerns does not lead
to an acceptable resolution then the student should pursue the more formal
process for resolution of the matter as set out below.

6.4.3.2 Formal approach

If the informal approach to dealing with the student’s concerns does not lead to
an acceptable resolution, then the student is invited to contact his academic
advisor which will direct him to the official member of the University to whom the
complaint will be addressed. If the complaint deals with an academic matter or
student support services, the complaint should be addressed normally to the
Vice- President of Academic Affairs and Student Affairs. If the issue deals with
administrative or financial matter, the complaint should be addressed to the Vice-
President of Administrative and Financial Affairs. If the issue deals with
registration matters, the complaint should be addressed to the Registrar.

6.4.3.3 Withdrawal of Complaints or Grievances

A student may withdraw a complaint or grievance at any time during the
grievance resolution process and in this case the matter will be concluded and
deemed to be resolved. If the original complaint or grievance was made in writing
then the withdrawal must also be in writing to the relevant staff member who is
handling the matter at the time the withdrawal is being affected or, in cases
before Chair, The Dean of the School.

7- Health Services

THE CANADIAN UNIVERSITY OF DUBAI IS PROUD TO BE A DRUG-FREE AND A NON-
SMOKING ENVIRONMENT

Mission Statement

The Canadian University of Dubai’s Health Center is committed to promoting good
health, safety and wellness for all students in a caring and supportive
atmosphere. Professional nursing staff are available to provide first aid and
medical care for minor acute illness and injuries, as well as to address other
health concerns, provide health education, and focus on disease prevention. All
students, staff, and faculty are welcome to use the health center.

CATALOGUE 27
Canadian University of Dubai dated 02-09-2012



><

s iuaisll e alall
CANADIAN UNIVERSITY OF DUBAL

Student Health Forms

Each student is required to fill out a student health form with updated information
about their health status and vaccinations. All health information is strictly
confidential and kept in a locked filing cabinet. This information is not disclosed
to others unless written consent from the student has been obtained.

Health Issues

Common health-related problems that are seen frequently at university health
centers are: asthma, common cold, conjunctivitis (pinkeye), contact dermatitis,
ear wax, swimmer’s ear and earaches, eating disorders, flu, irritable bowel
syndrome, lacerations, sinusitis, sleep disorders, sore throat, sprained ankle,
upset stomachs, stress, and urinary tract infections.

Minor problems are treated at the Canadian University of Dubai Health Center.
Students will be referred to health providers for more serious problems requiring
treatment. In addition, two counselors are available at the Canadian University of
Dubai to provide support and guidance for students experiencing stress, conflicts,
and other personal problems.

Location

Canadian University of Dubai’s Health Center is located in the small white building
to the right of the main entrance. The health center has three separate rooms
which include a reception office area, a treatment/observation room and a
bathroom. Up-to-date emergency equipment will be kept on the premises and
additional first aid kits will be placed in various strategic locations throughout
campus.

Hours of Operation

Canadian University of Dubai’s Health Center will be open during school hours.
Services are available on a walk-in-basis or by appointment to students with a
valid Student ID Card.

Costs

Health services are free of charge at the Canadian University of Dubai Health
Center. The health center will assist students to obtain the Government Medical
Health Card that is necessary for students to have access to government medical
services. In case of critical illness or emergency, students will be transferred to a
hospital. Information on private medical insurance plans will be provided to
students who would like additional medical insurance coverage in private health
institutions i.e. American Hospital in Dubai.

The Health Centre will be evaluated on a regular basis in the Student Surveys and
the staff will be evaluated according to their employment agreements.

Canadian University of Dubai is in the process of negotiations with the American
Hospital to have a standing agreement with them for the protection of our
students’ health.

Fire safety policy

The Canadian University of Dubai prohibits smoking in any of its buildings. All
students are expected to observe these regulations. Fire exit signs are posted at
all exits to be used for evacuation and smoke detectors are placed in various
strategic locations to provide early detection of smoke or fire. All fire
extinguishers will be periodically checked by an outside company to ensure that
they are in good operating condition. They will also do a safety inspection and
check the building for fire hazards.
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The Fire Marshal will supervise and coordinate the fire drill to ensure that all
buildings are evacuated. Designated staff will be assigned as fire officials to take
charge of the evacuation of a particular building in the event of fire. In addition,
designated staff members will be trained as first aid attendants to assist fire
officials with the evacuation. Fire drills will be practiced each semester in the
academic buildings on campus to ensure that proper procedures will be followed
in the event of a real fire.

Prevention:

Know your work area; know alternative routes and fire exits
Know the location of fire fighting equipment and how to use it
CUD is a non-smoking facility

Avoid overloading electrical sockets

Report promptly any faulty equipment

Keep fire exits clear at all times

To Report Smoke Or Fire:

Activate the building fire alarm system. Alarms are located on each floor.
The alarm signal will alert the rest of the staff and students.

The Information Officer in the Reception area will immediately contact the
Department of Civil Defense by dialing 997 and advise them of the location
of the fire.

When an alarm rings:

Follow RACE procedure:

R: Rescue anyone in immediate danger

A Activate building fire alarm to alert others and report the incident
C: Confine the fire by closing all doors
E

Evacuate the building using the closest exit and move to a safe distance
way from the building

USE OF FIRE EXTINGUISHERS: (Only use if it is safe to do so)
Follow PASS procedure:

Pull the safety pin from the extinguisher, distance yourself 6-10 feet back from the fire
Aim the hose at the base of the fire

Squeeze the handle

w »n >» v

Sweep the extinguisher from side to side starting from the front edge of the fire
Fire evacuation plan
Steps to take in case of fire

Activate the building fire alarm system. Manual alarms are located on each floor.
The alarm signal will alert the rest of the staff and students.

The Student Information Officer in reception will immediately contact the
Department of Civil Defense by dialing 997 and inform them of the location of the
fire. The Registrar will take student attendance registers and the students’
emergency phone numbers.
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Class teachers are responsible for ensuring the safe orderly evacuations of any
students that they have with them in the event of a fire, closing room doors
behind them and going to the designated assembly point. Staff members who
do not have students with them at the time of the fire should proceed to the
nearest school wing and assist with evacuation.

The nurse will collect the emergency first aid kit and assist with the evacuation of
students.

Each designated fire official and first aid attendant will ensure that everyone has
left their building and that all doors are closed, placing red “all clear” signs on
the outside of the door.

Security will turn off all the AC units and then assist fire officials.

Class teachers are responsible for confirming that each of their students is outside
of the building in the designated ASSEMBLY POINT as indicated below.

All staff and students in Building A and D will proceed to the right side car
park and those in Building B will go to the left side car park.

The Fire Marshal will supervise and coordinate with fire officials and first aid
attendants to confirm that all buildings have been evacuated.

Guidelines

Stay calm

Use the stairs only. Never take an elevator

Always use the nearest fire exit to leave the building. Go to the ASSEMBLY POINT.

Do not stop to take personal belongings with you

Staff is responsible for the evacuation of all students with them at the time; call
for help if you need it

Students and staff are not to return to the building until instructed by the fire
department

If you are trapped in a room, close and seal the doors. Call Security and tell
them of your location.

Take an alternative route in case fire is located near your designated exit-proceed
to the nearest exit in your location

FIRST AID RESPONSE TEAM
1. NURSE MAIA (8AM-5PM) MOBILE#: 050-514-2825

2. NURSE KIM (WEEKDAYS 5PM-10PM & FRIDAYS 9AM-9:30PM-SATURDAYS
9AM-9:30PM) MOBILE#: 055-634-5118

3. MR. KAMEL @BLOCK C1-02 EXT. 04-7096-(134)or(152)

4. MARY-ALISON & JOHN @BLOCK C1-05 EXT.#: 04-7096-(201)/ (192)
5. MAJED @BLOCK D1-03 EXT. #: 04-7096-(206)

6. HANA TOUATI- MOBILE #: 050-371-48-37

7. NASER KOTTARAKOTH @BLOCK A1-01- MOBILE #: 055-7677-021
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8. Financial Information
1. Tuition

Undergraduate Programs

Tuition fees should be paid in full at the beginning of the academic year or paid
each semester according to the number of courses in which the student is
enrolled. A student’s registration is not complete until he finalizes his payment. A
student who fails to make the required payment will not be eligible for
registration in future sessions.

The table below reflects tuition and compulsory incidental fees for full-time
students registered for up to 30 credits hours between September and May.

School of Liberal Arts and Sciences
Bachelor of Arts in Communication

(Advertising, Public Relation, Print and electronic media)

Tuition per

Cost per Cost per year Incidental Tu|t_|on +
. course Incidental
credit (3 credits) (10 Fees (per year)
courses) pery
Enrolled as of||AED AED AED AED

September 2011 ||1,266.67 ||3,800.00  |38,000.00 ||1,943.00  |AFD 39,943.00

Bachelor of Arts in English Language and Translation

Tuition per|

Cost per . Tuition +
Cost_ Per| ourse year Incidental Incidental
credit (3 credits) ||(10 Fees (per year)
courses) pery
Enrolled as of||AED AED AED AED

September 2011 ||1,850.00 ||5,550.00  ||55,500.00 ||1,943.00  |AED 27,443.00

School of Business Administration

Bachelor of Business Admnistration in E-Business

Bachelor of Business Admnistration in Marketing

Bachelor of Business Admnistration in Human Resource Management

Bachelor of Business Admnistration in Finance and Accounting

123 hours = 41 courses

Tuition per -
Cost per Cost per year Incidental Tu|t_|on +
. course Incidental
credit (3 credits) | (10 Fees (per year)
courses) pery
Enrolled as  off|AED AED AED AED
September 2011 ||1,850.00 ||5,550.00  ||55,500.00 ||1,943.00  |AED 27,443.00

School of Architecture and Interior Design
Bachelor of Architecture
170 credit hours

Bachelor of Science in Interior Design

134 credit chours = 45 courses
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Tuition per

Cost per Cost per year Incidental Tu|t_|on +
. course Incidental
credit (3 credits) (10 Fees (per year)
courses) pery
Enrolled as of||AED AED AED AED
September 2011 ||2,000.00 ||6,000.00  ||60,000.00 ||1,943.00  [AFD 61,943.00

School of Engineering, Applied Science and Technology
Bachelor of Computer and Networking Engineering Technology

132 credit hours = 44 courses
Bachelor of Science in Telecommunication Engineering

138 credit hours = 46 courses

Tuition per|

Cost per Cost per year Incidental Tmt.lon +
. course Incidental
credit (3 credits) (10 Fees (per year)
courses) pery
Enrolled as of||AED AED AED AED
September 2011 ||1,900.00 ||5,700.00 ||57,000.00 ||1,943.00 ~ [AED 28/943.00

School of Environment and Health Sciences

Bachelor of Science in Health Organization Management

Bachelor of Science in Environmental Health Management

126 credit chours = 42 courses

Tuition per|

Cost per Cost per year Incidental Tmt_:lon I +
credit cgurse:j_ (10 Fees Incidenta
(3 credits) courses) (per year)
Enrolled as of||AED AED AED AED
September 2011 ||1,850.00 ||5,550.00  ||55,500.00 ||1,943.00  [AED 27,443.00

The fees for the English for Academic Purposes Program (EAPP) are

English for Academic Purposes

| | Tuition [ # of hours |
[EAP level 001 12,000 AED 115 hours per week |
[EAP Level 002 120,000 AED 112 hours per week |
[EAP level 003 110.000 AED 112 hours per week |

2. Fees for other services

Fees for Undergraduate Student Services

|Admission fee |AED 300
\Late Registration fee (per semester) HAED 500
\Transfer credit from other Universities fee HAED 500
\Change of specialization fee HAED 300

\Application for reviewing final exam sheet (Grade Appeal) feeHAED 200

\Application of Incomplete exam fee

|AED 150

\English Placement Test fee

|AED 150
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\Mathematics Placement Test fee HAED 150 \
ITOEFL Test fee |AED 600 |
\Additional copy of the Transcript HAED 30 \
\Letter of permission (LOP) fee HAED 150 \
\A certificate to whom it may concern fee HAED 30 \
\Graduation fee HAED 800 \
\Graduation Ceremony fee HAED 350 \
\Student ID Card valid for the duration of the program HAED 30 \
\Replacing a lost ID Card HAED 30 \
Student ID Card Sticker ?(I:n?ei?e(r?er

\Visa processing fee (non refundable HAED 1000 \
\Visa Deposit(refundable) HAED 5000 \
Parking fee (subject to availability) ?gnlze?,s?g (per

Fees for Postgraduate Student : Tuition

Pre-MBA courses

Students who possess a degree in a field other than Business must complete the
non credited pre-MBA program before joining the MBA program.

Number of Cost per Tuition for the 6 courses
Courses course
6 IAED 2000 IAED 12,000.00 \

Master of Business Administration (Applicable Until September 6", 2012)*
(Human Resource Management, General Management, Finance, Islamic

Banking, Marketing)

Cost . -

Number || Total Cost Tuition for . Tuition &

. per Incidental .
of credit = per the 12 Incidental

credit Fees

Courses || hours course courses Fees
hour

AED AED AED AED
12 36 2100 |6300 [75,600.00 [AEP 600 126 500.00

* New students who have NOT registered as of September 7th, 2012 or have joined the program after this date, are

subject to a fee increase of AED 366 per course as per below.

Master of Business Administration (Applicable After September 6, 2012) **
(Human Resource Management, General Management, Finance, Islamic

Banking, Marketing)

Cost . ers

Number || Total Cost Tuition for . Tuition &

. per Incidental .
of credit . per the 12 Incidental

credit Fees

Courses || hours course courses Fees
hour

AED AED AED AED
12 36 2100 6300 75,600.00 AED 600 76,200.00

** These fees apply to new students who have NOT registered as of September 7th, 2012 or have joined

the program after this date.
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Fees for Postgraduate Student Services

Graduate Student Fees

\Admission fee HAED 1500 \
\Late Registration fee (per semester) HAED 500 \
\Change of specialization fee HAED 300 \
\Transfer credit from other Universities fee HAED 750 \
zggggf)tift:; for reviewing final exam sheet (Grade AED 200
\Application of Incomplete exam fee HAED 150 \
\English Placement Test fee HAED 150 \
TOEFL Test fee |IAED 600 |
|Additional copy of the Transcript |IAED 30 |
\Letter of permission (LOP) fee HAED 150 \
]A certificate to whom it may concern fee HAED 30 \
]Graduation fee HAED 800 \
]Graduation Ceremony fee HAED 350 \
]Replacing a lost ID Card HAED 30 \
Student ID Card Sticker ':eEnlzei(t)e(rF))er

\Visa processing fee (non refundable HAED 1000 \
\Visa Deposit(refundable) HAED 5000 \
Parking fee (subject to availability) ':eEnlze?’s?gr)(per

Fee Reductions

e Students having a brother or sister registered at the University will benefit
from a 10% reduction on the tuition fees of the registered courses.

e Students who are employed in Government Institutions will benefit from a
10% reduction on the tuition fees of the registered courses.

e Husband or wife of a student registered at the University will benefit from
a 10% reduction on the tuition fees of the registered courses.

e CUD graduates who decide to pursue higher studies in CUD will benefit
10% discount on tuition fees.

Returned Cheques

The University charges AED 100 for a returned cheque. No cheques will be
accepted from any student whose cheques were returned twice. In this case, only
cash or credit card payment is acceptable.

Fee Reduction

The University has established the following fee reduction structure to encourage
academic competition between its enrolled students:

Admitted fulltime students who have obtained a High School average of 90% or
more will benefit from a 20% reduction on the tuition fees of their first semester
of study.

CATALOGUE 34
Canadian University of Dubai dated 02-09-2012



><

s iuaisll e alall
CANADIAN UNIVERSITY OF DUBAL

Admitted fulltime students who have obtained a High School average of between

85% and 89.99% will benefit from a 15% reduction on the tuition fees of their
first semester of study.

Students having a brother or sister registered at the University will benefit from a
10% reduction on the tuition fees of the registered courses.

Students who are employed in Government Institutions will benefit from a 10%
reduction on the tuition fees of the registered courses.

The husband or wife of a student registered at the University will benefit from a
10% reduction on the tuition fees of the registered courses.

Continuing Students will benefit from a 20% fee reduction during any regular
semester if they have obtained a semester grade point average equal to 3.75 or
more in the preceding semester in which they have passed at least 12 credit
hours.

Students experiencing hardship may request a reduction of up to 20% by
presenting a written request with supporting documents to a student counselor.
The request will be reviewed by the Associate Vice President Administrative and
Financial affairs together with the Student counselor. Information submitted will
remain confidential the reduction.

In the case of a student satisfying two or more fee reduction requirement,
only one fee reduction will be considered, and this will be the one most
financially advantageous to the student.

A request for one of the above fee reductions will be considered only if the
Cumulative GPA of the student is at least 2 out of 4.

9. Student Internship
Purpose of the Internship

The purpose of an Internship is to provide (Canadian University of Dubai)
students with an opportunity to have a professional work experience in a setting
related to the student's major and/or career goals. An internship is a way for a
student to gain practical, on the-job experience in business, industry, or
governmental agencies.

Place of Internship

Students don’t necessarily have the right to choose place of their internship
program. It is the Internship Supervisor’s responsibility to place them according
to the Canadian University of Dubai’s internship regulations.

In the case of students who are not working in any organization, the internship
place will be decided by the Canadian University of Dubai so that it matches the
area of specialization of the internee.

In the case of students who are already working in an organization, the place of
internship is decided based on the following features:

If the current work and the job specification coincide with the intern’s area of
specialization, then the current place will continue to be chosen for the internship
but the employee in charge of the internee will have to function as the field
supervisor to supervise a well- defined internship project to ensure that the
internee not only applies the concepts he has learned but also that the work place
should benefit from the internee’s project.

If the current work and job specification does not match the internee’s area of
specialization, then the internee should switch to an alternative department in the
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same firm or transfer to another firm which offers appropriate internship
opportunity matching the area of specialization, chosen by the Internship Office.

Requirements and Guidelines for Internship

A student applying for internship should fulfill the following requirements:
1. Finish all course requirements (student should refer to their study plan).
2. Have a GPA of at least 2.00. However, priority is given to the highest

3. Adhere to both training guidelines and regulations of the organization
providing the internship.

4. In case the number of qualified candidates exceeds that of openings
available, priority is given to the candidates with the highest GPAs.
Moreover, these opening will be distributed amongst the colleges
according to the assigned percentages.

No exceptions are permitted under any circumstances in any of the aforesaid
requirements for internship.

Absences during Internship

A failure grade (FA) will be automatically assigned If a student is absent for four
(4) working days during the Internship program.

Evaluation

The academic supervisor discusses the student’s weekly report with the student,
as well as with the field supervisor to ascertain to what extent the intended goals
of the Internship program have been met.

The field supervisor prepares an evaluation report detailing the presence,
performance, seriousness, and commitment of each student.
The academic supervisor evaluates the performance of each student during the
internship period relying on the student's and field supervisor's weekly reports
and also evaluates the organization providing the internship.

The academic supervisor is responsible for assigning a percentage grade for each
student based upon each student’s overall performance.

The marks obtained will contribute towards a student’s overall term grades.
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Library

Vision:

Provide state of the art library and learning resources.

Mission:

Enable student success through the provision of information resources and
services that support the academic and learning goals of the University.

Goals:

The library and learning resource center will:

Maintain an accessible library and learning center.

Sustain appropriate collections of library and learning resource materials.
Instill skills to empower life long learning.

Provide sufficient (adequate) study and learning spaces.

Support faculty teaching and learning needs

Make available resources for modern learning

Library Loan Policy

Students

Library books are loaned for two weeks and cannot be renewed.
Books can be recalled after one week.

Fines will apply to all overdue items.

Replacement fees will apply to all lost items.

Library patrons are responsible for all materials checked out to them.

The library warns patrons not to loan items you have borrowed to another
person. If the item is lost or returned late, you will be responsible for all fines
and replacement fees.

Faculty

Library books are loaned for one month and cannot be renewed.
Books can be recalled after two weeks.

Fines will apply to all overdue items.

Replacement fees will apply to all lost items.

Library patrons are responsible for all materials checked out to them.

The library warns patrons not to loan items you have borrowed to another
person. If the item is lost or returned late, you will be responsible for all fines
and replacement fees.

Staff

Library books are loaned for two weeks and cannot be renewed.
Books can be recalled after one week.

Fines will apply to all overdue items.
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e Replacement fees will apply to all lost items.

e Library patrons are responsible for all materials checked out to them.

The library warns patrons not to loan items you have borrowed to another
person. If the item is lost or returned late, you will be responsible for all fines

and replacement fees.

Collection Development Policy

The Library strives to establish an extensive collection of materials that will serve
the needs of the University and its quest of providing academic programs that
correlate to those offered by institutions of higher education in Canada in their
content and quality. The collection will directly support, but not be limited to, the

curriculums in the following areas:

General Studies

Biology

Chemistry

Communication

English Language

Learning Skills

Mathematics

Psychology

Sociology

Business

Accounting

Business Management
Business Operations
E-Business

Human Resource Management
International Business
Management Information Systems
Marketing

Project Management

Engineering Technology and Applied Science

Communication Technology
Database Design
Networking

Operating Systems
Software Systems

Website Design

Health and Environment

Environmental Studies
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Health Management and Administration
Health Sciences
Organizational Behavior

The collection will include general, interdisciplinary, cultural, recreational and
other materials that will strengthen the University community. The library
collections include the following types of resources:

e Books
e Electronic media

e Encyclopedias, dictionaries, handbooks and other appropriate reference
material

e Databases
e Maps, pamphlets and other items of interest to the University community

e User guides and other finding aids, including directories, indexes and
abstracts

e Other materials that relate to specific institutional objectives

Consideration is given to all formats, including book, multi-media, online
databases and electronic resources. Microform and loose-leaf materials may be
required if the content is unavailable in any other format.

1. Selection of Materials

Final responsibility for the selection of all materials lies with the University
Librarian who makes all selection decisions with the assistance and advice of the
library staff, University academic officers and the Library Committee.
Participation in the acquisition process by all library users is encouraged through
the Recommended Title form available in the library. Email and “in person”
suggestions are also encouraged.

Accepted resources such as Choice, Magazines for Libraries, Guide to Reference
Books, ARBA (American Reference Books Annual) and other credible sources of
reviews and recommendations will be used in the selection process.

2. Principles of Selection

During the evaluation process of acquisition, priority is given to selections that
support:

e curriculum of an existing course, diploma or degree program

e general needs of students

e teaching and course development

e faculty information needs and research

e cultural, intellectual and professional needs of the University Community

During the evaluation of books or other monographic items for acquisition the
following will be considered:

e relationship to the existing collection and collection goals
e significance and timeliness of material
e scope and authority of the author/publisher

¢ requests from users for specific titles or subjects
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e reviews and recommendations
e format
e cost

When considering journals or other periodicals for acquisition the following factors
will be considered:

e relationship to the existing collection and collection goals
e significance and timeliness of material
e availability of indexing and finding tools
e scope and authority of the author/publisher
e requests from users for specific titles or subjects
e reviews and recommendations
e format
e cost
3. Exclusions

The library does not collect textbooks in use in CUD classes, publications in
languages other than English (unless required by the curriculum), incomplete sets
of incomplete runs of periodicals, items with unsuitable bindings, materials in
formats which requires specialized equipment that is unavailable.

4. Gifts

Gifts are accepted provided there are no conditions from the donor. No monetary
value will be placed on items gifted to the library. The library will not assure
special arrangements for the housing, retaining or displaying of gifts. Selection
and weeding principles apply to gifts and purchased selections equally.

5. Interlibrary Loan

It is not possible for the library to own all materials that are requested or needed
by its users. When the library collection does not contain an item, efforts to
locate the item and obtain it through all reasonable means will be undertaken.

6. Cooperation with other libraries

As the CUD Library grows it will cooperate as fully as possible with regional
libraries in resource sharing activities. Possible areas of cooperation may include
interlibrary loan, staff training, cooperative collection development, or reciprocal
use/borrowing agreements. The library may participate with other libraries or
library consortia for the purpose of cooperative purchasing programs or other
activities.

7. Replacement

Missing resources will not be automatically replaced. Careful consideration of
demand for the title or subject, existence of adequate coverage in the collection,
cost of replacement (is it still in-print) as well as the availability of better more
up-to-date materials on the subject will be carried out. Replacement fees are
charged to the user whether the exact item is purchased or not.

8. Duplication

Multiple copies of resources will not be purchased unless sufficient need is
demonstrated. The library will add copies received through other means.
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9. Electronic Resources

Online databases are vital to the research needs of students and faculty. The
library is actively seeking out databases that will complement the curriculum of
the University and be most useful to library users. Full text databases are highly
preferred over indexing or abstracting databases.

10. Access

The library collection is cataloged and classified using Library of Congress call
numbers and subject headings. An automated catalog of the collection will be
maintained and will be accessible by library users over the Internet.

The collection will be assessable so users can browse the stacks and serve
themselves. Reference, reserve and periodical collection items are not normally
loaned out. Books and multimedia items are available for loan according to the
library’s circulation policies.

Fines for overdue, damaged or lost items may be instituted by the University
Librarian. All fines and fees are uniformly enforced. Under special circumstances,
the University Librarian or a senior staff member may waive fines.

11. Preservation

Damaged items are repaired, replaced or withdrawn according to the policies of
the library. Specific provision is made in the Library’s budget for the repair and
binding of materials.

12 Weeding and Storage

Outdated and superseded material may be discarded or placed in storage with the
approval of the University Librarian. Discarded items are removed from the
library’s holding records. Any items placed in storage will have their location
updated to reflect the change. The library collection’s inventory is represented by
the computerized library records. The library makes these electronic records
available for purpose of financial audit. Records of discarded items are retained
for a reasonable period.

Items found to be damaged, superseded, outdated, objectionable or inappropriate
for the library collection may be disposed of. These items will be marked
“withdrawn” and can be discarded or may be sold at a University sponsored book
sale. The University Librarian gives final approval for discarding items or
removing them to storage. The Library Committee will be actively consulted on
such decisions, as will faculty familiar with the material under consideration.

Periodical back issues are stored in box files designed to preserve documents.
Binding may be done on back issues. Issues are retained indefinitely unless noted
differently on the electronic record in the library catalog. Back issues are subject
to the same conditions for removal or withdrawal to storage as other materials.

13. Objections

Libraries strive to acquire materials that represent diverse points of view. There
may be occasions when a library user objects to a particular item in the library
collection. Objection forms are available in the library office. Once a completed
and signed form has been received, the library will review the item promptly. The
review is conducted by the University Librarian or a senior staff member. The
Library Committee and senior academic officers are included in the review
process as appropriate. Findings of the review process are promptly reported to
the originating user.
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14. Faculty Participation

Faculty and staff are encouraged to make purchase recommendations by any
means they find convenient. During new faculty orientation the process for
making purchase recommendations is explained. The library circulates publisher’s
catalogs and forwards electronic lists to encourage and assist faculty in making
recommendations in their fields of expertise. Recommendations are welcomed in
any format-publisher’s catalogs, bibliographies, photocopies of flyers, journal
reviews, and commercial sources (i.e. Amazon, Barnes and Noble, etc.)

15. Student Participation

Student contributions to the library selection process are also encouraged. The
different methods of suggesting titles for purchase are highlighted in the library
orientation sessions.

16. Standards

The library collection is developed in accordance to the collection standards
established in the latest available edition of “Standards for College Libraries”
which is prepared by the Association of College and Research Libraries Board and
the American Library Association Standards Committee.

Library User Survey Policy

The library will conduct user surveys once a year. All library users (students,
faculty and staff) will be surveyed.

As most institutions create their surveys, we will look at what is freely available
and can be modified to meet our needs. These surveys are usually directed at
finding out what the library can do better and what they do well.

Questions would address the physical and environmental aspects of the library,
library resources (print and electronic), approachability and knowledge of staff,
what the library does well and what areas it needs to work on.

Consequently, a professional tool, such as LibQual, for comparison to other
libraries internationally, will be considered for use to verify that we have a quality
library and this is reflected on an international scale.

Fines and Replacement Fees
Fines

For regular overdue materials 1 Dirham will be charged per day for 30 days. The
item will then be declared missing and a replacement fee will be charged.

For reserve items 1 Dirham will be charged per hour up to 12 hours. The item will
then be declared missing and a replacement fee will be charged.

Replacement fee

Borrowers will be charged a replacement fee for items that are missing, lost or
damaged beyond repair. This fee will include the current cost of the item, PLUS
75 Dirham (more for sets and rare materials) to cover processing and shipping
costs.

11. INFORMATION TECHNOLOGY

Vision

To provide adequate IT Infrastructure and quality support to the academic
programs, faculty, administrative staff and students
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Mission

Ensure the IT services are reliable, robust, state of art and with highest
achievable quality.

Goals

< Deliver timely and effective responses to users (faculty, staff & students)
requirements through teamwork

% Provide vision, leadership, and a framework for evaluating emerging
technologies and implementing proven information technology solution

< Ensure a reliable and secure data and voice transmission within the
campus.

< Ensure effective technical and fiscal management of the Department's
operations, resources, technology projects and contracts

I.T Policies and Procedures
1. Introduction
2. Resources and Facilities Covered by this Policy
3. IT Support Services
o Technical Support
o Accounts
Prohibited Acts & Proper Resource Utilization
Storage usage
Statement on Obscene Material
Software Copyright Policy

IT Committees

© ® N o U oA

IT Policy on Notification of Potential Service Interruptions
10.IT Policy on Access to the CUD Network by Third Parties
o Purpose
o Annual Review Process
o Policy
o Termination of Access
o Application Procedure
11. Policy Revision
o Annex A : To Request IT Account
o Annex B : IT Administrative Subcommittee Mission Statement

o Annex C : Code of Conduct (Acceptable Use Policy) - Students,
Faculty, and Staff

o Annex D : Software and Hardware Supported by CUD
12. Network Change Management.
13.Change Control Procedure

o Appendix A - A Guideline for an Internal Checklist
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o Appendix B - Urgency of Change
o Appendix C - Types of Changes
o Appendix D - Activities Logging
o Appendix E - Device Access & Responsibility Privileges
14.CUD Password Policy
L.T Policies
e Introduction

These policies apply to the use of computers and networks at the Canadian
University of Dubai, and of computers and networks elsewhere if you use
Canadian University of Dubai resources to gain access to those computers or
networks.

General Policy

All registered students, faculty and staff have computing privileges free of charge.
Each individual is assigned a computer account code (their user ID) that provides
access to computing resources to assist them in carrying out the instructional,
research, and administrative goals of the University.

Access to CUD's computer facilities (networks, laboratory computer systems,
residence hall systems, including software licensed by the University or its agents
for use on University systems) is a privilege, not a right. Many members of the
University community use these facilities, relying on their availability to
accomplish their work and assign environ I.T managements, and to store
important and confidential data, including software or computer programs. It is
prohibited, and ethically wrong, for individuals to access or attempt to access or
view any account for which they do not have specific authorization; actions which
intentionally disrupt, delay, endanger or expose another person's work or
University operations are also prohibited. Individuals engaging in such actions will
be prosecuted under the internal rules of the Canadian University of Dubai and
applicable criminal statutes of the UAE. Individuals harmed by such actions may
also bring civil charges against the person(s) responsible.

Computing accounts are provided for CUD work only. No commercial activity is
permitted unless approved in writing in advance by the Vice President for Finance
and Administration.

Protect Yourself!

Each account is assigned to a single individual, who is responsible for all
computer usage under that account. When prohibited activity is alleged or
detected, the University will pursue the owner of the account. To protect yourself,
prevent unauthorized access by keeping your password a secret.

There is always the possibility of a system crash, network outage, or some other
interruption of your work, which may result in loss of your data, files, or software.
Please take steps to minimize your risk by frequently backing up your work. If
you have special needs, the IT Department may be able to help you work out any
necessary extra procedures.

Privacy

In an operational sense, the Network and Telecom Systems unit generally regards
files in your account and data on the network as private; that is, employees of
the Network and Telecom Systems unit do not routinely look at this information.
However, the University reserves the right to view or scan any file or software
stored on University systems or transmitted over University networks, and will do
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so periodically to verify that software and hardware are working correctly, to look
for particular kinds of data or software (such as computer viruses), or to audit the
use of University resources. Violations of policy that come to the Network and
Telecom Systems unit's attention during these and other activities will be acted
upon.

You should be aware that electronic mail and messages sent through computer
networks, including the Internet, may not remain confidential while in transit or
on the destination computer system.

Your data on University computing systems may be copied to backup devices
periodically. Network and Telecom Systems makes reasonable efforts to maintain
confidentiality, but if you wish to take further steps, you are advised to encrypt
your data. Although you may use encryption software, you are responsible for
remembering your encryption keys. Once your data is encrypted, the Network
and Telecom Systems unit will be unable to help you recover it should you forget
or lose the key.

Copyright

Software available on computers and networks is not to be copied except as
permitted by the applicable software license.

"Respect for intellectual labor and creativity is vital to academic discourse and
enterprise. This principal applies to works of all authors and publishers in all
media. It encompasses respect for the right to acknowledgement, right to
privacy, and right to determine the form, manner, and terms of publication and
distribution.

Because electronic information is volatile and easily reproduced, respect for the
work and personal expression of others is especially critical in computer environ
I.T managements. Violations of authorial integrity, including plagiarism, invasion
of privacy, unauthorized access, and trade secret and copyright violations, may
be grounds for sanctions against members of the academic community."

Resources and Facilities Covered by this Policy

This policy is intended to detail the rules of conduct for users of CUD computing
resources, list general prohibitions that apply and point towards additional
information that may apply in certain circumstances.

The use of computer and/or network resources at CUD is a revocable privilege.
You must agree to the University's Code of Conduct (see Annex C) and abide by
it. If you do not accept the Code, you are ineligible to use the CUD computing and
networking facilities

All resources managed and overseen by CUD IT Department are covered by this
policy, including computing hardware and software, documentation and other
reference materials, all data residing on CUD IT Department machines and all
institutional data wherever it resides, media such as CD-ROM, tape and other
storage devices, and all other possessions of the Canadian University of Dubai
managed by IT Department. Policy coverage will apply even in cases where the
management of IT Department has authorized the temporary relocation of
resources to areas not normally under the control of IT management (such as a
user office or employee's home).

IT Department considers all temporary and permanent connections via the
University network, to be subject to the provisions of this policy. IT Department
policy is considered to apply down to the Data Link layer in the protocol stack of
user machines, which users connect to the IT Department network. All telephone
equipment used by the University shall also be covered by this policy.
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Computing resources not owned or approved by the Canadian University of Dubai
may not be connected to the University's network.

IT Department reserves the right to monitor the traffic of all transmissions on
networks maintained by the department at all times.

IT Department currently maintains a variety of Linux & NT servers for use. MS
Windows NT systems exist to facilitate software distribution and printing for office
and student lab environ I.T managements.

Arabic language operating systems and applications are not provided as standard
issue, but on a case-by-case basis.

Operating systems currently supported for the desktop Windows XP Professional.
There are special requirements for Linux workstations in computer lab. Upgrading
will take place in a controlled manner.

A supported list of hardware and software is provided at Annex E. Deans and
Directors must request to have items added which are not listed. Software and
hardware not on the lists may not be installed or connected to University systems
without the approval of the IT Committee. This includes the data and telephone
networks.

All University affiliates (faculty, staff & students) are permitted to use the
University network and selected computing resources at all times while the
network is available.

IDF rooms are under the authority and responsibility of the IT Department.

Everyone within the Canadian University of Dubai community who uses University
computing and communications facilities has the responsibility to use them in an
ethical, professional and legal manner

e IT Support Services

Technical Support

The IT Department provides first level of support through the IT Help Desk; it
covers the University network and Hardware related to Finance, Administration &
Quasi-Academic Departments only.

The IT Department provides first level support for:

o the network (e.g., infrastructure, servers, applications on the network, and
security)

e Desktops (e.g., pc's, printers, scanners, etc.) for the Finance and
Administration Department only.

First level support is defined as:
e De-conflicting incompatibility issues.
e Hardware add-ons or replacement.
e Software additions or upgrades.
e Other simple, IT related issues.
These are things that take more time than they do expertise.

School Computer Lab Technicians provide first level desktop support for their
respective Schools. The IT Help Desk provides second level support. Anything not
covered in First level support would require the IT Help Desk to handle. This may
take the form of on-site repair, contacting a provider who is responsible for
maintenance, or selecting a source to do the work for a fee
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Accounts

User accounts on IT Department systems are regulated using the following
criteria:

IT Department management reserves the right to suspend or delete user
accounts earlier than the times specified when compelling reasons exist for such
action. In all cases, the President, Vice President for Academic Affairs, or Vice
President for Finance & Administration will approve early suspension or deletion of
access beforehand.

Subject to the limitations of particular systems, IT Department will force the
regular changing of passwords on all accounts for all systems. This will occur
every 120 days. Passwords cannot be repeated for five consecutive cycles. A
cycle is the 120 day period between password changes.

Departments are encouraged to notify IT Department immediately about the
departure of users from the University when such users have accounts which
allow access to administrative data. The HR standard procedure to notify is still
exercised, but early notification is critical.

For security reasons, accounts will be locked out after 5 failed password attempts.
Concerned users will have to contact IT help desk for account reactivation.

Account classification and expiration details are contained in the following table:

Classification Account expiration

CUD undergraduate and graduate students \/Gvirfhdllﬁtilxj):rsi(t); e @ el
Post-docs Termination of affiliation with the
Retired faculty 1 year from start date or renewal

Adjunct faculty 6 months from start date, subject to
CUD staff & faculty 120 days from last day of employment
Hourly/wage employees Termination of employment

Continuing education students Last day of class or termination

Non-CUD. research collaborator 1 year from start date or renewal

Visiting faculty Duration of visit

Contract employee/consultant Duration of contract

Student at another institution 1 semester (renewable)

Family nj_(enjbers of any of the above with no No account

other affiliation to CUD

Terminated employees Immediate

Departing staff and faculty are responsible for saving, copying, or forwarding their
old emails, bookmarks, files, etc. Once they have departed, the pc will be re-used
right away, it will be re-formatted and re-imaged with OS and programs currently
supported.

Notes:

o If the departing member wishes to purchase their hard drive, this can be
arranged.

e Emails left on the server will be archived off-line after 90 days.

e Prohibited Acts & Proper Resource Utilization

The Department of Information Technology (IT) is neither an investigative nor a
disciplinary entity in its primary responsibilities. However, in cases where
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University resources and privileges are abused or otherwise threatened, the
department may be asked to take appropriate steps. Immediate revocation of
access and subsequent prosecution by the authorities, for example, might be
directed. Such revocation may be appealed to the IT committee.

Another example would be to both discipline and hold accountable an individual
who damages IT resources. Improper access or modification of CUD information
in a computer system may also bring a stiff penalty.

Prohibited acts include but are not limited to the following:

1.

u bk~ W N

10.

11.

12.

13.

Intentional denial of computing service to other users.

. Exploitation of insecure accounts or resources.
. Attempting to guess, crack or otherwise determine another user's password.
. Interception of network transmissions with hardware or software "sniffers".

Forging of electronic mail or electronic news or otherwise misrepresent
themselves or other individuals in any electronic communication.

. System administrators are not to use their access to examine the private

information of other users except in the course of resolving problems and
where access to such information is necessary. In these cases, IT staffs are
required to seek permission and oversight.

. IT staff may not transfer resources (hardware, software, documentation, etc.)

from designated locations without the explicit permission of their supervisor.
University Services department shall be notified of the movement and shall
update the employee's inventory record accordingly.

. CUD employees or students may not load any software onto their workstations

or servers, which has not been purchased or is not free. Software identified
as "shareware" should be examined carefully to ensure there is compliance
with any licensing requirements. Under no circumstances will software
binaries from unknown or illegal sources be placed on workstations or
servers.

Under no circumstances will CUD employees or students share account
passwords, key combinations, alarm codes, keys, access cards or any other
access control mechanism for any University resource or facility with any
individual in a manner inconsistent with the policies established by their
supervisor. In the absence of such policies, employees must have the explicit
permission of their supervisor to share any access mechanism to any
department resource.

CUD staff or faculty who bring vendors or personal guests into CUD IT
facilities must make sure that these guests are escorted at ALL times with
care given to protecting CUD equipment, facilities, and information.

IT management reserves the right to audit University owned workstations and
servers without warning for the purpose of verifying software-licensing
compliance.

All computer and network access is denied unless expressly granted. Access is
generally granted by the IT Department in the form of computer and network
accounts to registered students, faculty, staff, and others as appropriate for
such purposes as research, education (including self-study), or University
administration. University accounts are protected by passwords. Deans and
Directors must verify the requirement with their signature on the attached
form (Annex A).

Accounts are assigned to individuals and are not to be shared unless
specifically authorized. You, the user, are solely responsible for all functions
performed from accounts assigned to you. Anything done through your
account may be recorded. It is a violation of University Policy to allow others
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to use your account. It is a violation to use another person's account, with or
without that person's permission.

Your password, used with your account, is the equivalent of your electronic
signature. The use of user-id and password authenticates your identity and
gives your on-line affirmation the force of a legal document. You should
guard your password and account as you would your check book and written
signature. It is a violation of this Policy to divulge your password to anyone.
It is a violation to attempt to learn the password to another persons account,
whether the attempt is successful or not.

You may not attempt to disguise your identity, the identity of your account or
the machine that you are using. You may not attempt to impersonate another
person or organization.

You may not attempt to monitor other users' data communications; you may
not infringe the privacy of others' computer files; you may not read, copy,
change, or delete another user's computer files or software without the prior
express permission of the owner.

You may not engage in actions that interfere with the use by others of any
computers and networks. Such conduct includes, but is not limited to, the
placing of unlawful information on the system; the transmitting of data or
programs likely to result in the loss of the recipient's work or system
downtime; the sending of "chain letters" or "broadcast" messages to lists or
individuals; any other use that causes congestion of the networks or
interferes with the work of others.

You may not engage in actions that threaten or intentionally offend others,
such as the use of abusive or obscene language in either public or private
messages, or the conveying of threats to individuals or institutions by way of
CUD computers and/or networks.

You may not attempt to bypass computer or network security mechanisms
without the prior express permission of the owner of that computer or
network system. Possession of tools that bypass security or probe security, or
of files that may be used as input or output for such tools, shall be considered
as the equivalent to such an attempt.

You may not alter copy or translate software licensed to another party. You
may not make available copyrighted materials without the express permission
of the copyright holder. Respect for intellectual labor is vital to the academic
discourse. Violations of authorial integrity, plagiarism, invasion of privacy,
unauthorized access, and trade secret and copyright violations may be
grounds for university sanctions as well as legal prosecution.

To summarize, access to University computing and communications equipment
and facilities may be revoked for reasons including, but not limited to:

e attacking the security of the system,
e modifying or divulging private information such as file or mail contents of

other users without their consent,

¢ modifying or destroying University data, or
e Using the networks in a manner contrary to the established guidelines.

Finally, users may not read sensitive information simply because it is accessible
to them - because of accidental exposure and/or through the malice of others
who have broken into a system or are misusing their access privileges. When
sensitive information is recognized as such, it should not be examined further,
but reported to the keeper of the materials, if known, or reported to
management, if not.\
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e Storage usage

CUD provides limited disk-based storage space for individual faculty, staff, and
students, for course-related materials, and for departmental materials. Such
space is provided for the University community to use in accordance with the CUD
Code of Conduct (attached).

It is strictly unauthorized to store music and video files on servers for personal
use.

Two directories with their respective subdirectories are available under the
following address:

Data Backup (H): provided to all staff and faculty for their data back use.

Email Backup (M): Staff and faculty can back up there emails on this. By using
backup utility which is installed on all staff and faculty machines

Backup for business directories is scheduled once every day. Deans and directors
are responsible for ensuring access rights are properly defined and report to IT.
For applications requiring shared access, this is a critical function.

Backup for personal directories is scheduled once every week.

Faculty/Staff & students are responsible for backing up their own data residing on
their PC's.

The following table indicates the starting allowances for storage space, depending
on your category at the University, and the maximum amount of space that can
be granted upon request.

STANDARD MAXIMUM ALLOWANCE

CATEGORY ALLOWANCE (contingent on user's request)

Undergraduate students |10 Megabytes 20 Megabytes

Graduate students 15 Megabytes 30 Megabytes

Faculty/staff 200 Megabytes 400 Megabytes

Note: Exceptions can be requested based upon faculty recommendation and
approval of the deans.

¢ Statement on Obscene Material

Although there may be difficulty determining what is or is not obscene, students,
faculty and staff should know that CUD IT Committee defines "obscene" as that
which:

"Considered as a whole, has as its dominant theme or purpose a shameful or
morbid interest in nudity, sexual conduct, sexual excitement, excretory functions
or products thereof or sadomasochistic abuse, and which goes substantially
beyond customary limits of candor in description or representation of such
matters and which, taken as a whole, does not have serious literary, artistic,
political, or scientific value."

The distribution, production, publication or sale of obscene items is illegal in UAE.

Further, a student, faculty or staff member distributing obscene material could be
subject to criminal prosecution.

In addition, placing obscene material on a University server violates University
policies, including but not limited to the computer usage policy, the employee
standards of conduct, and the student standards of conduct. Such violations could
result in disciplinary penalties.
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e Software Copyright Policy

Copyright laws protect most software available for use on computers at the
Canadian University of Dubai. Educational institutions are not exempt from the
laws covering copyrights. In addition, software is normally protected by a license
agreement between the purchaser and the software seller. The software provided
through the University for use by faculty, staff, and students may be used only on
computing equipment as specified in the various software licenses.

It is the policy of the University to respect the copyright protections given to
software owners by law. It is against University policy for faculty, staff, or
students to copy or reproduce any licensed software on University computing
equipment, except as expressly permitted by the software license. Also, faculty,
staff, and students may not use unauthorized copies of software on University-
owned computers or on personal computers housed in University facilities.

Unauthorized use of software is regarded as a serious matter and any such use is
without the consent of the Canadian University of Dubai and subject to
disciplinary action.

e IT Committees
3 IT sub-committees are in place and have the following responsibilities:

- Administrative IT Committee: Assessing requirements & technical evaluation.
The mission statement for the committee is at Annex B.

- Academic IT Committee: Advising on purchasing & support of Academic
Software. The mission of the committee is: (TBP)

- Web Committee: The mission of the committee is: (TBP)
o IT Policy on Notification of Potential Service Interruptions

IT Department has in effect a policy governing the way we let you know about
activities that have known potential to interrupt access to networks or systems.
These would be things like upgrades to the Enterprise Server, server maintenance
in a public lab that causes certain software or functions like printing to be
unavailable, or planned activity by Facilities Management that affects electrical
service to buildings where we have equipment. Some things, like construction
crews cutting power lines, are beyond our control and definitely not planned. We
will also be letting you know about these when they've interrupted our service,
especially if lasting negative affects occur.

The primary mechanism for notification about service interruptions will be a
posting (notice) to the "official-announcements" newsgroup. These notices will be
labeled on the subject in one of 3 ways:

e IT PLANNED DOWNTIME,
e IT UNPLANNED DOWNTIME, or
e IT NOTICE OF WORK

The third category is for activities that we do not anticipate will impact users of
our machines or facilities, but which, nevertheless have that potential.

In the case of planned downtimes or work notices, we will be giving at least 48
hours' advance notice. As soon as possible after an unplanned outage, IT staff will
post an item to "official-announcements" which gives a brief description of the
extent, duration, and cause of these interruptions and also indicates any ongoing
problems that may have resulted. IT staff will notify the IT Computing Help Desk
of all downtimes and will provide the Help Desk with information about possible
problems caused by these situations along with suggested solutions. Unless
otherwise specified, you should call the Help Desk with any questions that you
might have.
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In addition to postings in the newsgroup, IT staff in various areas will develop
additional, targeted notification procedures, such as mailing and phone lists.
Wherever practical we will make those of you on an affected system or network
aware of the existence of these lists so that you can identify yourselves or
colleagues who should be included as well.

e IT Policy on Access to the CUD Network by Third Parties

Purpose

The Canadian University of Dubai occasionally receives requests for remote
connections to its network through either dial up or internet for non-affiliated
third parties (e.g., when the vendor implemented Banner). Such requests for
network access are typically either from firms that provide computing support
services to University departments or from metropolitan area network service
providers that offer solutions to University students, faculty, and staff. This policy
has been developed to ensure that all such network access requests are treated
consistently, fairly, and with a minimum of delay.

Annual Review Process

Third party network connections will be reviewed on an annual basis. Connections
will be reviewed with the requesting departments to determine the usefulness of
the connection. Connections that are no longer useful to the requesting
department will be terminated at that time. The University does understand that
third parties will often need to sign annual contracts with a telephone company
and every effort will be made to take this into account during any connection
review process.

Policy

Outside agencies conducting business with the University requiring network
communication will usually prefer to conduct this business using the Internet
connection. In some cases, however, the University or its departments may be
better served by a more direct connection between the University network and
the outside agency. Reasons for this may include faster access or a more reliable
connection. The following guidelines apply to any request for third-party internet
connections to the University network:

e The University's Department of Information Technology (IT) is responsible
for all external connections to the University network. Departments must
initiate special connections to outside agencies in a written request to IT
Department. The request must explain the nature of the desired
connection, the benefit(s) expected from the connection, as well as date,
time, duration and the type of the services (Telnet, Ftp, TCP, UDP, etc.)
CUD IT will only open ftp/telnet access for a maximum of "5" external IP
addresses, however, through these external IP addresses, no internal
ftp/telnet will be allowed either to the host server or to the internal
network.

e In general, no direct connection to the University network from non-
centrally-contracted third parties providing computing or network support
will be allowed.

e The connection must be used solely to provide the improvement in service
indicated by the University department in its request. The third-party firm
may provide this same set of services to other University departments in
addition to the requesting department.

e Agencies with special connections must agree to abide by any and all
computing-related policies, especially security and privacy policies, of the
University and IT. Violation of any such policy will result in immediate
termination of the connection.
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Termination of Access

Access to the University network is a privilege that may be granted or withdrawn
by the University at any time. The University may terminate the special
connection if it is determined not to be in the University's interest, or a security
risk to its' internal network. However, it is generally expected that the University
will choose not to remove network access outside of the annual review process
unless the connection is being used in violation of one or more of the policies
listed above. The University may also impose temporary service interruptions for
operational reasons.

Application Procedure

Sponsoring University departments should submit requests for third-party
network access to:
Information Technology Department
IT Manager
P.O. Box 117781
Canadian University of Dubai,
Dubai, UAE
The request should include a brief description of the service being provided by the
third party and the names, e-mail addresses, and phone numbers of firm's
administrative and technical contacts.

e Policy Revision
Since the University is a changing environ I.T managements, and since computer
technologies and network access may be subject to change at any time, the
University must reserve the right to update or revise this Policy or implement
additional policies in the future. The IT Department will inform users of policy
changes; however users share the responsibility of staying informed about and
complying with University policy regarding the use of computer and network
resources. The policy will be accessible via the web.

e MISSION OF THE ADMININSTRATIVE IT SUB-COMMITTEE
The Admin. I.T. Sub-Committee has the responsibility to: -

e Seek immediate resolution of existing I.T. related problems within Admin.

Departments.
e Plan for continually improving the overall I.T. platform to ensure Admin.
Users have full support to provide quality service.

Responsibilities:

1) Representation of all administrative departments on the
committee.

2) Problem Solving:

e Each member of the Committee is assigned the responsibility to report or
identify:
a. Shortcomings in the I.T. support of the areas assigned to the member.

b. Issues related to smooth implementation & interfacing of the
university's applications.

e These identified problems are discussed in the I.T. Sub-Committee, which
should decide on a plan of action to resolve each problem.

e The status of these issues should be communicated to the Committee by
the IT representative.

3) Planning:
The IT Department should provide the Admin. Sub committee with plans for the
year that affect Admin. Users.
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The Admin. I.T. Sub-committee will agree on the best process to ensure minimum
disruption to Admin. Users & efficient implementation plans.

§ Ensure that the I.T. strategy developed for the university is in line with the
requirements of the departments represented by the committee.

4) Training:
e The committee will be assessing training needs of personnel within the
departments represented by the committee.

e Ensure complete awareness by the represented departments of IL.T.
available services and proposed ones.

5) Software:

The committee will be responsible for assessing software requests & technically
evaluating software proposals.

e Code of Conduct for Use of Computing Services at the Canadian
University of Dubai

The purpose of this document is to establish conditions for use of the University's
computing resources and services.

The computing services at the Canadian University of Dubai are to be used in a
manner that supports the mission of the University in fostering the overall
academic climate.

Definitions:

The Canadian University of Dubai computing services refer to all computers
owned or operated by the University and includes hardware, software, data,
communication networks associated with these systems and all allied services.
The systems range from multi-user systems to personal computers, whether free
standing or connected to networks.

Users are all students, faculty and staff with privileges on University computing
systems and services.

Code:

1. Academic and Professional Ethics. Users must apply standards of normal
academic and professional ethics and considerate conduct in the use of all
CUD computing systems and services or any other computer system accessed
by virtue of their affiliation with CUD. Users agree to and are bound by these
and all other applicable rules and regulations, including the student code of
conduct and Federal Laws of UAE.

2. Identification and Authorization. Users of CUD computing services must be
identified either through the physical location of an office computer or
through an authorized CUD computer account in the case of multiple user
systems. Students may not access or use another person's computer account
or allow another person to use his or her account. Users should logout of
shared systems and take reasonable precautions to secure access to office or
lab computers. CUD computing systems and services may not be used as a
means of unauthorized access to computing accounts or systems inside of or
outside of the University's systems.

3. Purpose. Computing services are provided in support of the teaching, research
and public service mission of the University and the administrative functions
that support this mission. The unauthorized use of CUD computing services
for personal profit or other activities not in furtherance of the mission of the
University is prohibited.

University computing services may be used for personal purposes such as
Resume writing, E-mail and Internet (not for chatting), provided that such
use does not (i) directly or indirectly interfere with the University operation of
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computing facilities, (ii) burden the University with noticeable incremental
cost, (iii) interfere with the computer user's employment or other obligations
to the University, or (iv) violate other University regulations or laws.

4. Copyright and Intellectual Property. Computer users may use only legally
obtained, licensed data or software in compliance with license or other
agreements and UAE copyright or intellectual property laws.

Respect for intellectual labor and creativity is vital to academic discourse and
enterprise. This principle applies to works of all authors and publishers in all
media. It encompasses respect for the right to acknowledgement, right to
privacy, and right to determine the form, manner and terms of publication and
distribution.

Because electronic information is volatile and easily reproduced, respect for the
work and personal expression of others is especially critical in computer environ
I.T managements. Violations of authorial integrity, including plagiarism, invasion
of privacy, unauthorized access, and trade secret and copyright violations are
grounds for sanctions.

5. Privacy. Computer users must respect the privacy of others by refraining from
inspecting, broadcasting, or modifying data files without the consent of the
individual or individuals involved.

6. False Identity. University users of e-mail or other electronic communications
shall not employ a false identity. Nor may e-mail be sent anonymously with
the intent to deceive.

7. Interference: University computing services shall not be used for purposes that
could cause or reasonably be expected to cause, directly or indirectly,
excessive strain on any computing facilities, or unwarranted or unsolicited
interference with others' use of computing services.

This provision explicitly prohibits the posting of unsolicited electronic mail to lists
of individuals, and the inclusion on electronic mail lists of individuals who
have not requested membership on the lists. Students may be required to
accept membership in an electronic mailing list for a class in which they are
registered or for the purpose of official communications between authorized
University personnel and an identified group of students.

8. Improper or Obscene Sites. Accessing or promoting the access of OBSCENE
Internet or World Wide Web Sites, including forwarding links to such sites, is
strictly forbidden and grounds for strict disciplinary action up to and including
expulsion (see below under Enforcement).

9. Harassment. CUD computing services may not be used to harass any
individual. Sending obscene, threatening or improper messages to another
individual is grounds for strict disciplinary procedures.

CUD computing systems and services can ONLY used in a lawful and respectful
manner following University codes of conduct and applicable laws of the United
Arab Emirates

10. Enforcement: Computer activity is monitored by authorized individuals for
purposes of maintaining system performance and security. In instances when
users are suspected of abuse of computer usage, the contents of user files
may also be inspected by an authorized individual and in the case of students
the Dean of the student affairs will be notified.

Violations of this or University policies governing the use of University computing
services may result in restriction or termination of access to University
information technology resources. In addition, disciplinary action may be
applicable up to and including expulsion.
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Computer use privileges may be temporarily or permanently revoked pending the
outcome of an investigation of misuse, at the discretion of the Vice President for
Finance and Administration in collaboration with the President, Vice President for
Academic Affairs or, in case of students, Dean of student affairs.

11. Copyright and patents. All data, programs, and files placed on or contained in
the University computer systems are subject to the University's copyright,
patent, and privacy policies.

12. Take proper care of the equipment entrusted in your care. You will be
responsible for any damage caused to the equipment.

13. Use legally software obtained software only. And do not copy for outside use
university campus products granted exclusively for campus users at campus.

14. Do not violate security policy.

15. Additional rules may be in effect at specific computer facilities at the
discretion of the directors of those facilities

Network Change Management Policy/Procedure

Subject: CHANGE CONTROL PROCEDURE

Policy

This policy describes the responsibilities, policies, and procedures to be followed
when requesting, making and recording any changes to the CUD network
infrastructure.

Mission Statement

The Information Technology Department is tasked with providing a stable and
reliable network infrastructure for CUD. The purpose of the Change Management
process is to minimize service disruptions to the computing environ I.T
managements and promote system reliability.

Policy/Procedure Maintenance Responsibility

Manager of Information Technology Department and the Office of Vice President
for Finance & Administration are responsible for maintaining, updating and
authorizing the Change Management Policy/Procedure.

Definitions

Change: to transform, alter, or modify the operating environ I.T managements
or standard operating procedures that have a potential or significant impact on
the stability and reliability of the infrastructure and impacts on the conducting of
normal business operation. Plus any interruption in building environ I.T

managements (i.e., planned electrical outages) that may also cause disruption to
the network infrastructure.

Event: any activity outside of normal operating procedures that will have a
potential or significant impact on the stability and reliability of the infrastructure,
i.e. Misuse or change to the provided services causing a denial of service to any
other user. Change and Event may be used interchangeably throughout this
document.

Change Request: The official request for any change should be submitted using
the internal online Network Change Request Form via the email,
helpdesk@Canadiandubai.org

CHANGE MANAGEMENT POLICY AND PROCEDURES
Table of Contents

e Purpose

e Scope

¢ Change Management Process

e Submission of a Change Request
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¢ Emergencies

¢ Vendor Change Requests

e Unplanned Outages

e Appendix A - A Guideline for an Internal Checklist

e Appendix B - Urgency of Changes

e Appendix C - Types of Changes

e Appendix D - Activities Logging

e Appendix E - Device Access & Responsibility Privileges
Subject: Network Change Management Policy/Procedure
PURPOSE

The Change Management Process is designed to provide a managed and orderly
method in which changes to the information technology environ I.T managements
are requested, tested and approved prior to installation or implementation. The
purpose is not to question the rationale of a change, but to ensure that all
elements are in place, there is no negative impact on the infrastructure, all the
necessary parties are notified in advance and the schedule for implementation is
coordinated with all other activities.

SCOPE

Change Management provides a process to apply changes, upgrades, or
modifications to the environ I.T managements. This covers any and all changes to
hardware, software or applications. It also includes modifications, additions or
changes to the LAN/WAN, Network or Server hardware and software, or any other
environ I.T managements shutdowns (electrical). The process is in place to
ensure that any change that affects one or all of the environ I.T managements
that Canadian University of Dubai relies on to conduct normal business operations
is protected.

Changes to the environ I.T managements arise from many circumstances, such
as:

e User requests,

e Hardware and/or software upgrades,

e Acquisition of new hardware and/or software,
e Changes or modifications to the infrastructure,
e environ I.T managements changes,

e Operational schedule changes,

e Changes in hours of availability,

e Unforeseen events.

e Periodic Maintenance

The above list is not all-inclusive. Therefore, if you are unsure if a change needs
to be submitted through the Change Management process, you should contact
CUD IT Manager at #222.

CHANGE MANAGEMENT PROCESS

Change requests should be submitted as soon as the request form has been
completed.

Submission of a Network Change Request:

1. The Requester must obtain his/her management approval prior to submitting
a request. This ensures that departments/schools are aware of all changes
occurring in their areas of responsibility.

2. All Change Requests shall be submitted through the Network Change Request
Form to helpdesk
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3. The Change Request must include enough detail so that all areas know the
relative impact of the change and how it may affect other areas. Network
Change Request Forms not completed properly will be rejected and returned
to the Requester with an explanation for the denial.

4. All requests will be discussed two times a week (Monday & Wednesday at
3:00pm). After approval, changes will commence the next business day if
possible.

5. Change Requests can be submitted up to 3 months prior to the change to be
required.

6. If change is submitted and is in conflict with a previously scheduled change,
the change will not be posted until an agreement has been reached by IT
Manager and the requester. If the parties still cannot reach an agreement, the
issue shall be elevated to the Director of IT for resolution.

NOTE:

Any exception for changes outside the above parameters must include a business
case for doing so, and will be approved/denied on a case by case basis. The I.T
manager will see that these exceptions are discussed with the relevant managers
and coordinated accordingly.

Emergencies
Emergencies exist only as a result of:
e a building is completely out of service,
o there is a severe degradation of service needing immediate action,
e a system/application/component is inoperable and the failure causes a
negative impact,
e a response to a natural disaster, or
e aresponse to an emergency business need.
And must follow the guidelines below:

1. Send an emergency approved Network Change Request Form to the either
before or immediately after the change has been implemented.

2. The departmental manager (or his/her designee) will notify the I.T
MANAGER or the CUD ITD Help Desk of the emergency change.

3. The notification shall include at a minimum the following information:
4. Will the change cause an interruption in service?

What additional users will be affected (in the event a change needs an
outage) and who needs to be notified by the Help Desk?

Is there a possible work around until the problem is resolved?
What is the approximate length of the outage?
Notification of resolution.

Completion of a Remedy Help Desk Ticket to accurately describe the
outage.

Emergencies after normal business hours, or on the weekend or holidays, will be
resolved immediately and reported to MIS (if database related) or Network
Management (if network related) by calling CUD IT emergency number (050
3686349) A Remedy Help Desk Ticket will be generated and staff will notify
affected users as applicable. A completed Network Change Request Form must be
submitted through the regular reporting process on the first work day
immediately following when the change was made. The I.T MANAGER will review
all emergency submissions to ensure the change meets the criteria for an
emergency change and to prevent the process from becoming normal practice to
circumvent the Change Management Process.

w

Iy A
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Vendor Change Requests

Vendors that control portions of the infrastructure will submit change notifications
to the designated CUD contact. The CUD contact is responsible for evaluating and
submitting those changes to Change Management on the Change Request Form,
following the same procedures as an internal submission. An example is
Symantec, our Anti Virus provider. Symantec will send the notification to the CUD
network security or systems engineer. The engineer will evaluate the request,
complete the CUD Network Change Request Form, and submit the request
through the normal process to I.T MANAGER.

Unplanned Outages

All unplanned outages shall be reported to the CUD Help Desk immediately. The
Outage Review will include such information as the type of outage, down time,
users affected, and resolution implemented.

Appendix A
A Guideline for an Internal Checklist
e All equipment, software, hardware, and updates are available.

e Requirements to achieve a successful change (required patches and
stability of upgrade) have been researched.

e The impact to the system/network and to the users has been evaluated.

e Fallback plan is documented. This plan explains the steps that must be
taken to restore access in the event that the change has a negative impact.

e Plan of action to lessen the affects on the user if the change should cause
an outage is completed.

¢ Network Change Request Form is complete, concise, includes a detail
description, and is submitted on time.

e If approved, user has been notified of any possible impact.

e On-site or on-call support as needed to resolve any problems or answer
any questions that may occur during installation, or immediately
subsequent to installation has been coordinated. Contact names and
numbers have been made available to support staff to obtain additional or
outside support.

¢ Any unplanned outages have been reported to CUD ITD Help Desk.
Appendix B
Urgency of Change:
1 Emergency

The problem requires immediate attention where either system failure or mission
essential requirements are not available and no work around exists. This problem
can apply to the system as a whole or to a particular site if system access is lost.
This type of Change Request will receive an immediate initial analysis; however,
the initial analysis is not mandatory for approval. The corrective action is
implemented as soon as the fix is available regardless of change management
schedule; however appropriate organizational reviews and approvals must be
submitted to change management as soon as possible. Resolving and
implementing a fix to a Priority 1 problem is worked until completed.

2 High/Urgent

The problem is of an urgent nature and can justify an out-of-cycle change. This
priority is used for problems that meet the Priority 1 requirements, except that a
work around exists, or performance degradation for which no temporary work-
around is available however delay would not cause adverse mission impact
beyond that of inconvenience. These changes must still be controlled, tested and
approved prior to implementation on a production system. Change Requests that
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fall into this category may, must be submitted for final analysis, coordination and
schedule inclusion.

3 Medium

Routine Change Requests are judged less operationally important than Priority 2
or the time frame is not critical for implementation. This priority may be used for
important software/hardware/network maintenance issues such as version
upgrades, utility software, etc. This priority may be used to improve very difficult
or awkward implementations for heavily used subsystems on a selective basis.
This priority may also be used for development activity or new requirements
providing that the activity cannot be accomplished with the lower priority. These
problems are resolved and implemented in the next scheduled change cycle.

4 Routine

This priority is intended primarily for new requirements and for fixing capabilities
that are currently operational but are difficult or awkward to use. It applies also
to non-standard implementations, and other assorted irritants.

Network Change Management Policy/Procedure
Appendix C
Types of Changes:

Following are examples of candidates for Change Management. This list is not all-
inclusive. If you have doubts on whether your change should be requested
through the Change Management process, contact CUD Network Manager.

A. Computing Systems Hardware

Hardware changes, additions, deletions, re-configurations, re-locations,
preventive, or emergency maintenance.

B. Computing Systems Software

Program Temporary Fixes, product releases, versions, I/0 and Network Control
Program, table changes, tuning, alterations to libraries, catalogs, monitors, traps,
or changes to priority mechanisms, job classes, print classes.

C. Environ I.T managements

Power, UPS systems, generators, air conditioning, electrical work, facility
maintenance, security systems, fire control systems.

D. Network Systems

Additions, modifications, deletions to Front End Programs, leased lines, fire walls,
switches, routers, network access, controllers, servers, protocol converters.
Networking software components either distributed or centralized router software,
monitoring software, security software, printing routines, servers.

E. Applications and Information Systems

Implementation of new applications, volume changes, new systems, new
releases, or modifications. Migration from test to production of source code.

F. Operating procedures

Changes in equipment downtime schedules, planned system outages, changes in
delivering services, or changes to service levels.

G. Workstations and Public Clusters

Changes in hours of availability, hardware configurations, operating systems,
utilities, applications including release levels or versions, installations or de-
installations of systems, servers.

Appendix D
Activities Logging Only for ITD Use
Monitoring System Use
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1. Privileged User ID Authentication & Activity Logging

Policy: All network change activity performed by system administrators
and others with privileges must be authenticated, securely logged and
reflected in periodic management reports.

Commentary: This policy specifies which activities associated with
privileged user IDs need to be logged and reflected in periodic management
reports. The words securely logged imply that system administrators and
other privileged users cannot readily modify or delete log entries.

Audience: Technical staff
Security environ I.T managements: All

2. Production Change Reconstructability

Policy: All administrator activities affecting production information must
be reconstructible from logs.

Commentary: This policy ensures that all errors, fraudulent changes, and
other improper modifications to production information can be expediently
detected and corrected. For example, in the event that a system crash
damages a production database or a switch, such logs will be instrumental
in reconstructing the database or switch from a prior copy.

Audience: All

Security environ I.T managements: All

3. Privileged User ID Keystroke Logs

Policy: All activity with privileged user IDs on CUD ITD Data Center
production systems must be recorded with keystroke logs.

Commentary: This policy requires that intensive logging be turned-on for
privileged user IDs on production systems. Every key pressed by these
privileged users will go into a log so that all actions can be precisely
reconstructed. This policy is a deterrent against abuse of the capabilities
that go along with privileged user IDs. The policy also mandates extensive
logging that could be most useful when trying to determine what went
wrong. Keystroke logging is applicable only to privileged user IDs due to
disk space limitations, but it could be extended to all user IDs on
production machines. This policy assumes that the keystroke log cannot be
readily disabled by privileged user IDs. This will be achieved by having the
logging software run on a different computer system than the one it
monitors.

Audience: Technical staff
Security Environ I.T managements: Medium and high

4. Privileged System Command Accountability And Traceability

Policy: All privileged commands issued by systems engineers must be
traceable to specific individuals through the use of comprehensive logs.

Commentary: This policy is particularly relevant to servers and
appliances where more than one system engineer could initiate certain
commands. The intention of the policy is to maintain accountability and
traceability for all privileged system commands that were issued. The
policy is not intended for small systems such as personal computers. This
policy instructs system management to keep records of all commands and
an indication of who issued them. Most importantly, the logs of privileged
system commands can be an important tool in both the resolution and
understanding of system problems. This policy includes other types of
people who typically have special privileges, such as information security
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administrators, systems programmers, and local area network
administrators.

Audience: Management and technical staff
Security Environ I.T managements: All

5. System Log Modification Controls

Policy: All CUD ITD Data Center production information systems must
employ checksums to protect system logs.

Commentary: This policy ensures that unauthorized modification or
deletion of system logs will be immediately evident. One of the first things
that hackers and other intruders do when they gain system access is to
disable the system log. While the controls dictated by this policy will not
detect that a log has been turned off, they will highlight the fact that a log
has been tampered with, and this will be used as input to an intrusion
detection system. These checksum methods involve a serial dependency of
data such that modifying only one bit will cause an immediate alarm.

Audience: Technical staff
Security Environ I.T managements: Medium and high

6. Log Deactivation, Modification, Or Deletion

Policy: Mechanisms to detect and record significant computer security
events must be resistant to attempts to deactivate, modify, or delete the
logging software and logs.

Commentary: The effectiveness of logs is dependent on the mechanisms
used to protect the integrity of the logs and the mechanisms used to
generate the logs. This policy informs technical staff that proper access
controls must be in place to protect both logs and the mechanisms used to
generate logs. Logs are also kept on separate machines that use a
different operating system.

Audience: Technical staff
Security Environ I.T managements: All

7. System Log Protection

Policy: All CUD ITD Data Center production computer system logs must
be protected, and must also be automatically monitored for sudden
decreases in size.

Commentary: This policy requires that production systems be augmented
with control measures that will detect tampering with system logs. One of
the first things that intruders do when they gain unauthorized access to a
system is to turn-off, delete, or modify the system log. This policy ensures
that production machine logging systems detect these activities, then
promptly notify those who are in a position to remove the intruder from
the involved system. Many operating systems do not include code to
perform the functions defined in the policy, and that most often additional
software will be required. The controls defined in this policy assume that
an intrusion detection system is in place.

Audience: Technical staff
Security Environ I.T managements: High

8. Access To Logs

Policy: All system and application logs must be secure and access
provided only to those with a need to know.

Commentary: This policy limits access to logs, both application and
system, to only those persons who have a genuine need to have such
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access. All staff with access will be recorded and authorized by the
Director of Information Technology

e Audience: Technical staff
e Security Environ I.T managements: All
9. System Log Review

e Policy: Network operations or information security staff must review
records reflecting security relevant events on multi-user machines in a
periodic and timely manner.

¢ Commentary: This policy requires that network operations or information
security staff promptly review logs. This review process can be greatly
facilitated if the logs produce exception reports indicating items of a
suspicious nature in need of follow-up. The policy could be expanded to
include application logs, in which case user management or information
Owners or sponsors may be involved in the review process.

e Audience: Technical staff
e Security Environ I.T managements: All
Appendix E
Device Access & Responsibility Privileges
The purpose of organizational responsibility is to ensure the management:
Clearly define and appropriately assign responsibilities;

Appropriately assign security, audit, and quality assurance personnel to
technology-related projects;

Establish appropriate segregation-of-duty or compensating controls; and
Establish appropriate project, technology meeting, and reporting requirements.
Based on organization’s need, this document would be revised twice a year.
CUD Password policy

Purpose

This policy outlines the handling, responsibilities, and scope of passwords for the
Information Technology (IT) department of the Canadian University of Dubai
(CUD). This policy acts as an extension of the IT policy for CUD.

Authority

This policy has full support from the Vice President for Finance and Administration
at CUD. The IT Director administers the policy, which is currently effective for all
CUD Students, Faculty & Staff.

Password policy

Mission

The IT department objective is to enable CUD Students, Faculty & Staff to
perform their tasks with technology that is in good operating condition while
appropriately addressing the University Academic needs and keeping information
secure within our IT resources.

The CUD, password dilemma

Passwords are the entry point to our IT resources. Protecting access to our
resources is pivotal in ensuring that our systems remain secure. While we have
not been exploited, nor do we expect to be, we must be diligent in guarding
access to our resources and protecting them from threats both inside and outside
our University.

Password handling

Passwords for all systems are subject to the following rules:
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No passwords are to be spoken, written, e-mailed, hinted at, shared, or in
any way known to anyone other than the user involved. This includes
Students, Faculty & Staff.

No passwords are to be shared in order to "cover" for someone out of
his/her duties. Contact IT Helpdesk, and it will gladly create a temporary
account if there are resources you need to access after getting the
appropriate authorization.

Passwords are not to be your name, address, date of birth, username,
nickname, or any term that could easily be guessed by someone who is
familiar with you.

Passwords are not be displayed or concealed on your workspace.

Systems involved

The CUD password policy will address the passwords for the following IT systems
with their rules:

Network and client operating system: Windows 2000/XP professional
username and password (Users will automatically be prompted at a login
to change the password every 120 days.)

Email Password: email username and password (Users will automatically
be prompted at a login to change the password every 120 days.)

Computer BIOS password: Hardware-level access to your computer (This
password will not automatically change.)

CUD Information System: Banner 2000 (Users will be prompted to change
this password every 120 days.)

CUD online Information System: Banner Web, credentials to external Web
resources (These PIN numbers can be changed any time by the user and
are restricted to 6 alphanumeric characters, this PIN number expires in
120 days)

Password composition
The following systems have systematically enforced password requirements as

stated:

e Network and client operating system: Passwords must meet the following
criteria:

Password may not contain all or part of the user's account name.
Password is at least eight characters long.
Password contains characters from three of the following four categories:
o English uppercase characters (A...Z)
o English lowercase characters (a...z)
o Base 10 digits (0...9)
O

Non-Alphanumeric (exclamation point [!], dollar sign [$], pound
sign [#], percent sign [%], etc.)

Password managing
For network accounts:

Account will be locked after 3 bad logon attempts

Password reset count will be after 1 day for bad logon attempts only
Users must login in order to change password

Password used once can not be reused (Password Uniqueness)
Password are forced to change after first time Login by a user
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Specific to Banner Web (PIN):
e Account will be locked after 10 failed logon attempts and re-activated after

2 hours
e Password expires in 120 days
Support

All CUD users are to contact the IT helpdesk for support of the password policy.
IT welcomes your questions and suggestions and strives to keep our resources
secure.

Administrative passwords

Administrative passwords are subject to stringent composition, frequent change,
and limited access. This includes passwords for routers, switches, WAN links,
firewalls, servers, Internet connections, administrative-level network operating
system accounts, and any other IT resource. Passwords for administrative
resources must meet the following criteria:

e Password is at least 10 characters long.
e Password contains mixed case.
e Password contains at least three non-alphanumeric characters.
e Password contains at least two numbers.
Responsibilities
IT has the responsibility to enforce this policy. This can be done through
systematic means and interaction with users.
CUD, users are responsible for complying with this policy.
Continuance

This policy is a living document and may be modified at any time by the Vice
President for Finance and Administration.

Summary

This policy is designed to secure CUD resources. This enables CUD to achieve its
Academic objectives. Full cooperation with this policy is appreciated so that all
goals can be met in accordance with the University objectives.

Laptop Allocation Policy
Technical Specification:

For the use of deans and chairs of school will be provided with similar following
configuration laptops.

Processor: dual core 2.0 GHz or above
Memory: 2 GB

HDD: 160 GB

DVD: Read/Write

For the use of other administrative staff will be provided with similar following
configuration laptops.

Processor: dual core 1.6 GHz or above
Memory: 1 GB

HDD: 80 GB

DVD: Read/Write

PURPOSE: To define the policy for issuing laptop computers to staff or faculty.
Every user of laptop computers or other electronic data mobile devices must use
reasonable care, protect University Confidential Data.

Eligibility: Eligibility is verified by a signed employment contract on file in VP
Academic Affairs or PO.
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Distribution & Return:
Where: Laptops are issued to staff or faculty from ITD
The staff or faculty must:

1. Have CUD employee ID Card

2. Sign a Computer Use Agreement Form

When: Deans and Chairs for their work may pick up a laptop two weeks prior to
the start work for the semester in which the staff or faculty is working.
Semester dates are determined by the University academic calendar; pick-up
and due dates are calculated according to this calendar.

Administrative and other staff or faculty’s may pick up a laptop two weeks prior
to the start of work the laptop must be returned when the class is completed.

The staff or faculty’s employment contract is used to determine these
dates.

Due date: The laptop must be returned no later than the day grades are due or
when the teaching contract expires (see preceding statement regarding staff or
faculty’s with less than full semester teaching assignments). Laptops are to be
returned to ITD.

Failure to return the laptop by the due date will result in a 15.00 Dhs per day
fee billed to the staff or faculty. Please note that Public Safety will be notified
and Canadian University of Dubai will seek civil or criminal prosecution if the
laptop is not returned on time.

Staff or faculty’s who are contracted for the semester immediately following the
initial appointment are eligible to continue to use the computer provided that a
signed contract, file with Academic Affairs, has been processed by Human
Resources.

o Laptop Computer Peripherals:

Each staff or faculty will be issued a laptop computer bag and power adapter as
part of the peripheral equipment. The bag must be returned with the laptop. If
an staff or faculty fails to return the laptop bag or power adapter when the
notebook computer is returned, a replacement charge of 100.00 Dhs will be
assessed.

Reporting Loss/Theft of Equipment or Data

In the event a University-owned or controlled laptop computer or other device is
lost or stolen, the theft or loss should be reported immediately to the security. In
the event Confidential Data contained on any personally-owned computer or
device is lost or stolen, ITD must be contacted immediately

Backup Policy and Off Site Disaster Recovery

The majority of backups are carried out according to ITD 'standard' schedule. This
applies to data that can be backed up append or incrementally and comprises on
daily and every Thursday, with a 'full' backup every week

The following information is provided to help staff, students and users of (CUD),
understand the nature of the ITD backup procedures and the availability of
information beyond the date on which it is deleted by the users.

ITD backs up user files on its data folder of data backup folder on server for the
purpose of ensuring its ability to recover from computer or network failures and
sends duplicate copies of backups off-site for storage at EIDC office this is a
tentative location.

PLANNED: Planned process is in place for data management facility that provides
24x7 security, vaulted storage chambers, environmental controls, and fire
suppression systems. Offsite backups are done during normal working days. For
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disaster planning purposes, data on an offsite backup may be up to two working
days old.

Backups of staff, student and user file are run on a daily and weekly basis,
usually starting after leaving all the staff most probably in late evening and
finishing after several hours. Certain systems/disks may be backed up earlier
and/or take longer to finish. Each weekly backup saves the contents of files and
directories found on disk at the time that the backup was performed. Therefore
the backups do not record all activities or contents of users' files throughout the
day. It is completely possible for a user to create and delete a file during the
course of a day which will never appear on a backup. Backups of user files are
retained only for 12 months. ITD can retrieve backups for up to 60 consecutive
days before the date of request.

eMails Backup Policy

To ensure backup of the eMails, the Microsoft Add On utility Personal
Folders Backup is installed on the staff / faculty Machines. The Emails are backed
up on CUDBACKUPO1 Server’s home directory.

= As per the ITD’s security policy, each folder can only be accessed by the
user. The Domain Administrators or the IT department does not have any
access.

» The Auditing is enabled to ensure the logging of any authorized or
unauthorized attempts of accessing prohibited or restricted resources.

Please allow the backup to happen when requested with. Cancellation is on your
own risk.

Password Policy

Password composition

The following systems have systematically enforced password requirements as stated:
e Password may not contain all or part of the user's account name.
e Password is at least ( ) characters long.

Password contains characters from 3 of the following four categories:

English uppercase characters (A...Z)

English lowercase characters (a...z)

Base 10 digits (0...9)

Non-Alphanumeric (exclamation point [!], dollar sign [$], pound sign [#],
percent sign [%], etc.)

PN e

User Name

Password

Password handling
Passwords for all systems are subject to the following rules:

e No passwords are to be spoken, written, e-mailed, hinted at, shared, or in
any way known to anyone other than the user involved. This includes
Faculty & Staff.

e No passwords are to be shared in order to "cover" for someone out of
his/her duties. Contact IT Helpdesk, and it will gladly create a temporary
account if there are resources you need to access after getting the
appropriate authorization.

e Passwords are not to be your name, address, date of birth, username,
nickname, or any term that could easily be guessed by someone who is
familiar with you.
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e Passwords are not be displayed or concealed on your workspace.
e Users must change the password at first time login.

Support

All CUD users are to contact the IT helpdesk for support of the password policy. ITD
welcomes your questions and suggestions and strives to keep our resources secure.

CUD Computer Software Policy

1. Canadian University of Dubai licenses the use of computer software from a
variety software companies. Canadian University of Dubai owns the
software which is legally procured by ITD and handles all its related
licenses, documentation of all the software. Unless authorized by the
software developer, it does not usually have the right to reproduce it
except for backup purposes, and fair use.

2. With regard to Client/Server and network applications, Canadian
University of Dubai employees shall use the software only in accordance
with the license agreements.

3. Canadian University of Dubai employees shall not download or upload
illegal software over the Internet.

4. Canadian University of Dubai employees learning of any misuse of
software or related documentation within the College shall notify to the IT
department or IT manager at the below mentioned contact details.

5. According to applicable copyright law, persons involved in the illegal
reproduction of software can be subject to civil damages and criminal
penalties including fines and imprisonment as per the software piracy law
of U.A.E. and it could also lead action against the employee with respect
to the management decision of the university. Canadian University of
Dubai does not condone the illegal duplication of software. Canadian
University of Dubai employees who make, acquire, or use illegal copies of
computer software shall be disciplined as appropriate following the
guidelines set forth in the Community Principles and Practices and / or the
appropriate employee Handbook.

6. Any doubts concerning whether any employee may copy or use a given
software program should be raised with the IT Department or the IT
Manager before proceeding.

You can contact us:

IT Manager IT Department
04-3211881 helpdesk@cud.ac.ae
Ext: 222 Ext: 202

7. No employee have right to install any trialware / freeware software’s on
his/her own. For this, a written confirmation has to be obtained from IT
Department which reserves the right to grant or deny the approval based upon
the request.

I am fully aware of the software use policies of Canadian University of Dubai and
agree to uphold those policies.

Employee Signature Date
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Students Records:

The purpose of the ITD Disaster Recovery and Data Backup Policy is to provide
for the continuity, restoration, and recovery of critical data and systems. The IT
Department need to ensure critical data is backed up periodically and copies
maintained at an off site location. Campus units must develop and maintain a
written business continuity plan for critical assets that provides information on
recurring backup procedures, and also recovery procedures from both natural and
man made disasters.

A. Scope

The data backup section of this policy applies to all campus entities and third
parties who use computing devices connected to the university network or who
process or store critical data owned by the Canadian University of Dubai. Campus
users are responsible for arranging adequate data backup procedures for the data
held on IT systems assigned to them. The disaster recovery section of this policy
apply to all Users, who are responsible for systems or for a collection of data held
either remotely on a server or on the hard disk of a computer. The IT Department is
responsible for the backup of data held in central systems and related databases.

The responsibility for backing up data held on the workstations of individuals
regardless of whether they are owned privately or by the university falls entirely
to the user. Campus users should consult their departmental IT lead or system
administrator about local back-up procedures.

B. Data backup
All backups must conform to the following best practices:

o All data, operating systems and utility files are adequately and
systematically backed up.

o Records of what is backed up and to where must be maintained.

o Records of software licensing should be backed up.

o The backup media must be precisely labeled and accurate records must be
maintained of back-ups done and to which back-up set they belong.

o Copies of the back-up media, together with the back-up record, should be
stored safely in a remote location, at a sufficient distance away to escape
any damage from a disaster at the main site.

o Regular tests of restoring data/software from the backup copies should be
undertaken, to ensure that they can be relied upon for use in an emergency.

Note: For most important and time critical data, a mirror system, or at least a
mirror disk may needed for a quick recovering.

Process followed or Planned at Canadian University of Dubai

o All Servers are Mirrored Hard Disks and RAID 5 for the Servers Data Disks
as the first step towards backup and disaster recovery.

o All critical Data is stored on the Storage Area Network

o Daily Incremental Backups are performed after the office hours for the
Registry, Finance, Mail Servers and Home Folders. Daily backups are
retained for a period of 90 days
Weekly Full Backups are performed every Thursday and retained for 16 weeks
Full Monthly Backups at the end each month and retained for a period of 12 months

o Data tapes are relocated to EIDC Office at a relative distance from the
University campus, at the end of each working day to ensure safety in case
of a total disaster at the campus

o Plans are in place for having an offsite disaster recovery site which mirrors

the data on day to day basis in a highly encrypted way

CATALOGUE 69
Canadian University of Dubai dated 02-09-2012



i iunisll e alyll
CANADIAN UNIVERSITY OF DUBAI

Board of Trustees
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13. List of Schools at CUD

1- School of Business Administration

2- School of Engineering Applied Sciences and Technology
3- School of Environment and Health Sciences

4- School of Architecture Studies & Interior Design

5- School of Liberal Arts and Sciences

1- SCHOOL OF BUSINESS ADMINISTRATION (SBA)

The remarkable rate of growth and business enterprise development in the UAE and
the entire Gulf Region has given birth to a competitive global business environment
that demands a broad spectrum of knowledge and skills to be successful, and where
companies and organizations require innovative, forward-thinking, results-oriented
leaders in all functional areas of business.

This growth has increased the demand for higher education institutions to develop
and graduate business professionals with strong leadership, strategic, human and
financial management skills combined with the business acumen to make decisions
and deliver results and a well-developed work ethic and sense of social responsibility.

The goal of the School of Business is to provide its students with a top quality
international education that will equip them to meet these needs, providing them with
the practical skills and knowledge to successfully manage organizations in the
dynamic environment of the new millennium. We offer students an integrated
curriculum that combines theoretical concepts with practical applications (including
the critical use of information technologies across all disciplines), and combines global
perspectives with regional thinking

The programs offered by the School of Business are designed to help students develop
the skills and gain the 